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Abstract

This memo describe&ASP Congstion (ASPCONGHhat pravides the ability for an Application Seaw Pro-
cess (ASP) to indicate congestion to a Signalling Wat€SG) for the SS7 Signalling User Adaptation Layers
[M2UA], [M3UA], [SUA], [ISUA], [TUA]. Extensionparameters and procedures are added by this meme in e
tension to those of the User Adaptation layers toigeofor ASP congestion.

1. Introduction

1.1. Scope

This Internet-Draft describe&SP Congstion (ASPCONGp)rocedures to support the management of con-
gestion and ew control between a Signalling Gatay (SG) and an Application Sesw (AS) across SCTP
[SCTP], [SCTPCRC], [SCTPIG] associations for SS7 [Q.700] Signalling User Adaptation Protocola]jM2U
[M3UA], [SUA], [ISUA], [TUA] supporting the concept ofRouting Contet or Interface ldentiEerThese pro-
cedures permit the coordination A8P Congstionon trafEc directed at an Application S®aT{AS) via an Ap-
plication Serer Process (ASP) from a Signalling Gedg Process (SGP) and supports the coordinatioA®f
Congestioninto a coordinated netwk view at a Sgnalling Gatevay (SG) tavard the SS7 netark.

UA implementations utilizingASPCONGare intended to be compatible wittAUmplementations not sup-
port the conCEguration;waever, the full beneEts actieel by the ASPCONGprocedures will not be realized un-
less implementations at both endpoints implerASRPCONG
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1.2. Abbreviations

AS S A pplication Serer.

ASP S A pplication Serer Process.

CORID S C orrelation Id Extension

IANA S | nternet Assigned Numbers Authority
I-D S | nternet-Draft

IETF S | nternet EngineeringaBk Force

IP S | nternet Protocol.

IPSP S | P 9gnalling Point.

LIF S L ocal Intervorking Function.

NIF S N odal Interworking Function.

SCCP S Signalling Connection Controld®t.
SCTP S Stream Control Tansmission Protocol.
SG S Signalling Gatsvay.

SGP S Signalling Gatevay Process.
SIGTRANS | ETF Signalling Tansport WG

SPP S Signalling Peer Process.

SS7 S Signalling System No. 7.

SUA S S S7 SCCP-User Adaptation Layer
TCAP S T ransaction Capabilities Applicatioraf.
TUA S S S7 TCAP-User Adaptation Layer
UA S U ser Adaptation Layer

WG S W orking Group

1.3. Terminology

ASPCONGsupplements the terminology used in th& documents [M2W\], [M3UA], [SUA], [ISUA],
[TUA] by adding the follaving terms:

Accepted Ratet he rate in number of messages (or message octets) per unit time that &eel feono a lffer
used to queue messages from one functional unit to another

Offered Rate t he rate in number of messages (or message octets) per unit time that are placadfiertaseh
to queue messages from one functional unit to another

Buffer Occupancy r efers to the dwee of Elxperienced adiffer used to queue messages from one functional
unit to another If the Offered Rateexceeds thé\ccepted RateBuffer Occupancyill, by deEnition, be
increasing; th®ffered Ratds less than thAccepted RateBuffer Occupancylecreases; when equal, the
Buffer Occupancyloes not change.

Local Interworking Function (LIF} r efers to the function that ceerts between the lerlayer interfice of the
UA protocol layer at the ASP and the upjsrer SS7 protocol inteate to an Application Segv (AS) at
sened by the ASP

Nodal Interworking Function (NIF) r efers to the function that ceerts between the uppéayer interfice of an
SS7 protocol stack at an SGP and tiiepdotocol layer at the SGP

Signalling Endpoint (SEP)i n this document, &ignalling Endpoinis an SS7 SEP [Q.700] or an Application
Sener.

Signalling Rer Pocess (SPP)r efers to an ASFSGP or IPSP

Signalling User Adaptation Layer A) - one or more of the Stream Controlafismission Protocol (SCTP)
[SCTP], [SCTPCRC], [SCTPIG] SS7 Signalling User Adaptation Layers [M2IM3UA], [SUA],
[ISUA], [TUA] supporting theCorrelation Idparameter and tH8EAT message.
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1.4. Overview

There are a number of possible mechanisms that can be used to determine congesati@6io-Users at an
SGP and at an ASP that permit the SG to correlate congestion and preseartlithe SS7 netark on a basis
that folloved applicable SS7 standardehis document prades protocol elements within the SS7 User Adapta-
tion Layers (WAs) to assist in the detection of congestionaa SS7 Users at an ASP and that communicate the
detection to an SGP for use by the SG in presenting aretiew of SS7-User congestionward the SS7 net-
work.

1.4.1. ASP Congestion

ASP Congstionis de(Ened as the situation where an ApplicatioreGaran ASP is not accepting signalling
messaging traEc at the rate at which it is beinfpdd by an SGPASP Congstiononly includes the congestion
experienced by signalling messaging @af that is directed from avegi SGP tavard a speciEc Application
Sener, via a speciEc ASRAs aich, ASP Congstioncan be identiCEed by the 3-tuple of the ,S&and ASP
Because there is a 1:1:1 relationship between an RK, and AS, and an RC (or IID), and since there is no more tt
one SCTP Assaociation for ygiven SGP-ASP relationASP Congstionrelates to trdEc with a speciEc RC (or
IID) on a given SCTP association.

ASP Congstiondoes not include congestion in signalling messagin@Erafov from the ASP tward the
SGP

1.4.1.1. Points of Detection

ASP Congstioncan occur at an SGP within the Nodal Interiking Function (NIF), at an SGP within the
UA layer at the SGRvithin the IP netwrk for a gven SCTP association, or at an ASP within th& kayer at the
ASP Congestion or «av control abae the UA layer at the ASRor within an SS7 protocol stack at the SGP are
not included under the ter&SP Congstion

1.4.1.2. Modelsfor Detection

Methods for detection AASP Congstionat the \arious detection points are, of course, implementation spe-
ciEc. Thas, the method of detection cannot be speciCEed withowtddyge of the actual implementation at the
detection point.Nevertheless, models for detection are here presented.

1.4.1.2.1. Detection at the SGP

At the SGPthe «ow of traftEc between the SS7 protocol stack and gprbtocol layer at the SGP can be
viewed as traersing aNodal Interworking Function (NIF)hat resides between the SS7 protocol stack and the
UA protocol layer The interfice (if one rists) between the NIF and théAUWProtocol Layer can be modelled as
a et of message queues, one for each SGP-ASP-A&drafv. Detection ofASP Congstionat the interdce
between the NIF and theAlLprotocol layer at the SGP could then be modelled as detectingffiee dccupang
of a speciEc message queue (corresponding to a speci&c SGP-ASEAS)aicross the inteste. Aly
number of congestionvels could be décted by establishing a set of congestion onset and abatement thresholds.

In this document when reference is made to dete@Big Congstionwithin the NIF at an SGRt is this
model for detection that is being cited.

In a similar vay, at the SGPthe sow of trafEc between theAlprotocol layer and the SCTP association be-
tween SGP and ASkan be vigved as traersing the SCTP transport endpoint functions corresponding to the
transmit side of the SCTP association at the.SOdRection ofASP Congstionat the interice between theAJ
protocol layer and SCTP at the SGP could then be modelled as detedtimgpbcupang of a peciE&c message
gueue (corresponding to a speciEc SGP-ASP-ABdradv) across the inteate. Agin, aty number of conges-
tion levels could be dected by establishing a set of congestion onset and abatement thresholds.

In this document when reference is made to dete@&®B Congstionat the SCTP senduBer, it is this
model for detection that is being cited.

Congestion belo the interfice between the SS7 stack and the NIF (eapgestion within the SS7 stack
proper), is not considered partASP Congstion but is considered as congestion within the SS¥iBeo layer
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for the corresponding Al

1.4.1.2.2. Detection at the ASP

At the ASRthe eow of trafCEc between the SCTP assaociation from an SGP and\theotdcol layer at the
ASP can be vigved as traersing the SCTP transport endpoint functions corresponding to theeadk of the
SCTP association at the ASBetection ofASP Congstionat the interice between SCTP and thé protocol
layer at the ASP could then be modelled as detectiffgriboccupang of a peciCEc message queue (correspond-
ing to a speciEc SGP-ASP-AS @afeav) across the inteate. Aty number of congestion Vels could be ef-
fected by establishing a set of congestion onset and abatement thresholds.

In this document when reference is made to deteéii®lg Congstionat the SCTP reces kuffer, it is this
model for detection that is being cited.

In yet a similar \ay, a the ASRPthe +ow of traftEc between theAlprotocol layer and the Application Seirv
can be vieed as traersing aLocal Interworking Function (LIFjhat resides between thé\rotocol layer and
the uppeflayer SS7 protocol stackThe interfice (if one eists) between the LIF and the Application S&rgan
be modelled as a set of message queues, one for each SGP-ASREES tvafDetection ofASP Congstionat
the interbice between the LIF and the AS at the ASP could then be modelled as detectirfgttoetupang of
a yeciEc message queue (corresponding to a speciEc SGP-ASE=ASetahcross the inteate. Alsoary
number of congestionvels could be décted by establishing a set of congestion onset and abatement thresholds.

In this document when reference is made to dete&BBg Congstionwithin the LIF at an ASPt is this
model for detection that is being cited.

Congestion bgond the intedice between theAJprotocol layer and the Application Seirv(e.g. congestion
within the Application Semr function itself), is not considered as parda@P Congstion but is considered as
congestion within the SS7 User layer for the correspondig U

1.5. Sample Configurations

(This section will include some djeams indicating the placement of NIF and LIF functions, the location of
SCTP send anceceive hffers in relation to the W protocol layer the SS7 st&cand the Application Server at
both the SGP and the AP

1.6. ASP Congestion Management

ASP Congstionmanagement is performed at both the SG and the ASPproper intenwarking, protocol
elements are used between the ASP and the @R set of procedures are yiced for the management of
ASP Congstion

1.6.1. ASP Congestion Management at an ASP

ASP Congstioncan be detected at an ASP (as described in se@ietection at the ASPat the SCTP re-
ceive huffer or within the LIF Whenaer an ASP detects a change in congestiomatd an AS ASP Congs-
tion), and the ASP is in the ASPEAIVE state with the sending SGP for the corresponding ApplicatioreServ
it sends arASP Statusnessage to the sending SGP with tivellef congestion indicated in th&SP Congstion
parameter contained in the message.

While detectingASP Congstionand sendindASP Statusnessages indicating congestion to the SG&
ASP SHOULD NOT discard messages with a priority or importance beneath that of the indicated congestior
level. 1t should be left to the SG to determine which messages should subsequently be discarded as part of wr
eve procedures are necessarwéod the SS7 netark.

Whenerer an ASP recaies aNTFY ("AS-CONGESTEDhessage from an SG indicating that an ASexskrv
by the ASP is congested, it is not compelled t@ @y action. EachASP that receies the messag8HOULD,
however, determine whether it can bring additional resources to bear that willardtie congestion of the Appli-
cation Serer.<1>
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1.6.2. ASP Congestion Management at an SGP

ASP Congstioncan be detected at an SGP (as described in se@#rction at the SGP within the NIF
or at the SCTP sendiffer. Also, an SGP can use receipt ofBPSAT message as indication AP Congs-
tion detected at the ASP

Each SGP maintains an ASP state for each AS at each ASP that the SESP wwdition to the actgtion
state of an ASP within an A®\SPCONGrequires that each SGP maintain a congestiedl &ssociated with
each ASP within each AS.

Also, each SG maintains amepall AS state for each AS sed by the SG.In addition to the actate state
of an AS,ASPCONGrequires that each SG maintain a congestivd Essociated with each AS sexV by the
SG.

The SG uses the addtion state of indiidual ASPs within AS seed by the SG to determine theemll AS
state in accordance with thé\ldtate machine (which is similar if not identical for alh&Jdiscussed here ASP-
CONG adds the requirement that the SG determine Hesalb AS congestion status by considering each ASP
congestion status within the AShis is performed in accordance with the state machine procedures of Section
4.

The SG uses the aediion state of AS seer by the SG to present a coordinated oektwiew of the acti-
vation sened AS tavard the SS7 netark using standard SS7 proceduraSPCONGequires that each SG also
present a coordinated nei view of the congestion status of sedvAS tevard the SS7 netark, also using
standard SS7 procedures.

Whenerer an SG determines that theverall congestion status of an Application Sarhas changed, it noti-
(Ees all ASPs in tieS-ACTIVE or ASINACTIVE state for the AS usingMTFY ("AS-CONGESTIONhes-
sage that contains thSP Congstionparameter indicating the wecongestionLevel for the AS. Note that the
change in AS congestion status determined by an SG could result either from dete&Seh@bngstionlocal
to the SGPor from receipt of alSPSAT message from an ASP indicatiAGP Congstion

Once the SG has indicated AS congestion to an ABAY discard messages and yite protocol conges-
tion indications tward the SS7 netark in accordance with ralant SS7 standards<2>ut) regardless of the ac-
tions talen by the SG tward the SS7 netark, the SGSHOULD cease passing t@&c toward the congested AS
at a priority or importance Vel |ower than the congestionvig.

1.7. Issues

Although the mechanism presented in this documeniges some essential protocol capabilities to the SS7
User Adaptation Layers @s) for use in detecting and reporting SS7 User congestion from an ASP to am SGP
number of issues associated with this approach remain:

(1) TheUA protocols were designed to permit a Nodal Intanking Function (NIF) to be placed/& an ex-
isting SS7 protocol layer pvaer and, using only the primits and interfaice to the SS7-Pvaler that is
available to a normal SS7-User as described by the SS7 standavilde pihe functions necessary to im-
plement a Signalling Gakey (SG) in the back-haul SG/ASP conEguration.

The ASPSAT message auld remae this ability.

Because the Ak permitted an SG to be implementagbroan existing SS7 protocol stack, details of the
NIF, and details of the inteaces between the SS7-Ader and the NIF werevaided.

The ASPSAT message wuld require both a description of the NIF as well as details of the additional ca-
pabilities required of an SS7 pider a the intedce between the NIF and the SSAjuter.

(2) Typically, within an SS7 prader implementation, congestiorwtard an SS7-User is determined within
the SS7 preider protocol layer using implementation dependent melslegertheless, each SS7 protocol
layer pravides speci@Ec congestion onset and abatement thresholds that are managed within the SS7 pr
col layer
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(3)

(4)

Use of theASPSAT would require that the management of onset and abatement thresholds span multiple
devices, multiple queues andiffers, and also span the SCTP transport carryin@eafThisvould male
the task of managing onset and abatement thresholds problematic for S&K ogievators.

A mechanism where the management of onset and abatement thresholds are contained within the SC
not within the SS7 prader layer is &r more preferable than the arrangement required bSRSAT
message.

TheUAs havean «isting optional mechanism for communicating SS7 User congestion to th&®G.
[M3UA], [SUA], [ISUA], [TUA] that mechanism is the use of tBEON message in the ASP to SG di-
rection. For [M2UA] it is the use of th&tatus Request message.

Adoption of ASPSAT message wauld likely require the remal of that mechanism so that it does not
coneict with the ASPSART mechanism.

Useof the ASP Statuprocedures at the SG for redistiion of trafEc within an AS can be dangerous.
Without proper kneledge about the load characteristics of the ASPs serving an AS, an SG could pro-
voke rapid oscillations in load distrittion across the ASP pool.

Although some techniques could be used at the SG toateitiis (e.g. prading a long duration be-
tween switch-wvers), all of the s follow the principle that tr&Ec decisions are best made by the ASPs
rather than at the SG.

In CEtting with this principle, use of tiNotify procedures in conjunction with the [IXDSEL] or
[LOADGRP] approach to ASP management of load sharing selection and groumitd) allov the

ASPs to actiate an alternate load selection and grouping in response to congestion that could not be al
forded by redistribtion at the SG.

1.8. Conclusions
The folloving conclusions heae keen reached garding the mechanisms described in this document.

(1)

(2)

3)

(4)

Giving considerations to the issues with &8PSAT message described in the yoais section, use of

the ASPSAT message at the SGP and SG should be compl@feM ONAL. This permits an imple-
mentation that uses amisting SS7 protocol stack implementation to use other mechanisms local to the
SG for efecting proper SS7 User congestion controls.

Consideringhat an gisting SS7 protocol stack implementation caregndications about SS7 User con-
gestion to SS7 management at the node using a managemeat@taris lilely possible to implement
the NTFY (AS-CONGESTEDprocedures at the SG withoutviteg to describe the NIF and the
NIF/SS7-Preider interfice in detail. Therefore, theNotify procedures should IRECOM M ENDED.
These proceduresfafd notiCEcation of ASPs that in the ASRAGVIVE state for an AS of the conges-
tion status of the AS afefted by the SG, and permit the ASPs serving the AS &adions with re-
gad to trafEc in the AS (e.g. bringing an ASP from the ASRANIVE state to the ASP-BTIVE state
to relieve the congestion)Note that theNotify procedures do not compel an ASP toetabtion, hut the
procedure prades additional information that can enablieetive ASP management at the ASP pool.

Dangernof suboptimal load balancing at the SG resulting from redigtab of trafEc from the SGward

an AS and the ensuing message loss and mis-sequencing is justiCEcation for making loadiosdistrib
response to AS congestion at the SGT RECOMMENDED. If performed at all, load redisttition
SHOULD be performed using [LADSEL] and [LOADGRP] in conjunction with [CORID] (to mini-
mize message loss and mis-sequencing) by the ASPs in responsbladifingrocedures outlined in this
document, and the SEHOULD NOT perform load redistriltion on its evn.

provides some adjustments to tHEARTBEAT mechanism that can be usedkefively by the SG to
determine congestionw@rd the SS7 User at the ASkhile retaining the management of congestion on-
set and abatementvigs on the SG.In particular [CORID] provides that eHEARTBEAT sent within
an Application Serer trafEc av MUST not be responded to by the ASP until the messages in t@ectraf
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flow before it have be accepted by the SS7 User (Application Server) at the ASP. This mechanism can be
used periodically by the SG to determine the amount of outstanding signalling messages toward the SS7
User and apply SG managed thresholds. The HEARTBEAT mechanism from [CORID] SHOULD be
used instead of the ASPSAT mechanism described here.

Notes for §1

<1> IMPLEMENTATION NOTE:- Actions taken by an ASP in response to a NTFY ("AS-CON-
GESTED")message might include, for example, an ASP in the ASP-INACTIVE state for a
Load SharingAS moving itself to the ASP-ACTIVE state for the AS using the ASFAC message;
or it might include an already active ASP bringing additional redundant AS processors on-line to
service the overload.

<2> IMPLEMENTATION NOTE:- Note that one way to effect indications of congestion under
proper conditions toward the SS7 network using an existing SS7 protocol stack and user inter-
face implementation that does not include a mechanism for requesting congestion downward
across the SS7/SS7-User interface, is to cease accepting messages for the affected traffic flow
from the SS7/SS7-User interface. This could trigger the SS7-Provider’s own congestion proce-
dures in an appropriate mannetr.

<3> IMPLEMENTATION NOTE:- Note that it is NOT RECOMMENDED that an SG redis-
tribute traffic within a Load Shae AS. Doing so could cause congestive oscillation between the
various ASPs that are active within the Load Share AS. Based on ASP Congstion detected
within the SCTP receive buffer or LIF at an ASP, it might be tempting to have an SG decide to
redistribute the transmission of traffic over the ASPs in a Load Share AS, however, this is NOT
RECOMMENDED: oscillations could occur as a result of this action between the ASPs in a
Load Share AS. Based on ASP Congstiondetected within the NIF or SCTP send buffer at an
SGP, it might also be tempting to have an SG decide to redistribute the transmission of traffic
from the SGP that make up the SG, however, this is NOT RECOMMENDED for the same rea-
son (oscillation could occur between the SGP). Any redistribution of traffic with a Load Share
AS, or within an Active-Standby AS should result for the activation or deactivate of an ASP
within the AS, and then, the procedures of [CORID] SHOULD be followed to avoid message
loss, duplication or mis-sequencing.

2. Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”,
“SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted
as described in [RFC2119].
3. Protocol Elements

The following protocol element definitions are provided by ASPCONGn extension to the existing protocol
element definitions for the UAs [M2UA], [M3UA], [SUA], [ISUA], [TUA].

3.1. Parameters

The following subsections describe the parameters used for APSCONG their format and the message in
which they are used.

3.1.1. ASP Congestion Level

The ASP Congstion L&el parameter is used in the ASPSAT message. It is used in the ASPSAT message to
identify the level of congestion currently experienced by the ASP.
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The ASP Congstionparameter is formatted as follows:

0 1 2 3
01234567890123456789012345678901
B e o s it St I S S e

| T ag = OXXXXX | L ength |
o e e e e e e e o n o e e e e a e e o n +

| A SP Congestion |
s s o O S o e e ST I S S et S S

The ASP Congstionparameter contains the following field:
ASP Congestion field: 4 bytes

The ASP Congstionfield is formatted as follows:

0 1 2 3
01234567890123456789012345678901
B e S N S T S SO S S S S S L N
| R eserved |Level|
B e S N S T S SO S S S S S L N

Reserved field: 29-bits

The Reservedield is reserved, MUST be ignored by the receiving SG, and SHOULD be coded zero
by the sending ASP.

Level field: 3-bits (unsigned integer)

The Levelfield is used by the sending ASP to indicate the current congestion level at the ASP for the
indicated AS. This field can take on values from 0 through 7 (inclusive) and is used to indicated the
current congestion level of the AS. The value 0 always indicates “no congestion”.

For [M2UA], the values of the Levelfield are interpreted in accordance with [Q.703], [T1.111] as follows:

0  no congestion

1  congestion-accept
2  congestion-discard
3-7 reserved

For [M3UA], the values of the Levelfield are interpreted in accordance with [T1.111], [Q.704] as follows:

0  no congestion

1 congestion level 1
2  congestion level 2
3 congestion level 3
4-7 reserved
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For [SUA], [TUA], the values of the Level field are interpreted in accordance with [Q.714], [T1.112],
[Q.774], [T1.114] as follows:

no congestion

restricted importance level 1
restricted importance level 2
restricted importance level 3
restricted importance level 4
restricted importance level 5
restricted importance level 6
restricted importance level 7

~No o WwWNE O

For [ISUA], the values of the Levelfield are interpreted in accordance with [Q.764], [T1.113] as follows:

0  no congestion

1  automatic congestion level 1
2  automatic congestion level 2
3 automatic congestion level 3
4-7 reserved

Note that some switches use only two levels of ACL, others use three.

3.1.2. Status

ASPCONGextends the Statusparameter used in the NTFY message as follows:

If the Status Ypeis AS STATE_CHANGE, then the Status ID(16 bit unsigned integer) values are:

reserved

Application Server Inactive (AS-Inactive)
Application Server Active (AS-Active)
Application Server Pending (AS-Pending)
Application Server Congested (AS-Congested)

O b wWwNPE

These naotifications are sent from an SGP to an ASP upon a change in status of a particular Application Server.
The value reflects the new state of the Application Server.

3.2. Messages

ASPCONGdds two messages (ASPSAT and ASPSAT QRY) to the ASPTM class of messages as follows:

Application Server Process Traffic Maintenance (ASPTM) Messages

0

1
2
3
4

B. Bidulock

Reserved

ASP Active (ASPAC)

ASP Inactive (ASPIA)

ASP Active Ack (ASPAC ACK)
ASP Inactive Ack (ASPIA ACK)
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ASP Status (ASPSTAT)
ASP Status Query (ASPSTST QRY)

7 - 127 Reserved by the IETF
128 - 255 Reserved for IETF-Defined Message Class Extensions

ASPCONGlso modifies the ACTIVE and NTFY messages as follows:

3.2.1. ASP Active (ACTIVE)

The ASPAC message is sent by an ASP to indicate to an SGP that it is Active and ready to process signalling
traffic for a particular Application Server.

The format of the ACTIVE message is as follows:

+

+

0 1 2 3
01234567890123456789012345678901
B s iy I I I S S S e it T S e S e

T ag = 0x000B | L ength=8 |
---------------- e
T raffic Mode Type |

+

T ag = 0x0006 | L ength=8 |
---------------- e
R outing Context |

+ +

T ag = 0x0001 | L ength=8 |
---------------- e
I nterface Identifier (integer) |

+ +

T ag = 0x0003 | L ength |

I

o e e e e e e e o n o e e e e m e e o n +

\ \

/ I nterface Identifier (text) /
\ \

| T ag = OXXXXX | L ength=8 |

o e e e e e e e o n o e e e e a e e o n +

| A SP Congestion |
| T ag = 0x0110 | L ength=8 |

e e e e e e e e o n o e e e e a e e o n +

| T ID Label |
| T ag = 0x010F | L ength=8 |

e e e e e e e e o n o e e e e a e e o n +

| D RN Label |
| T ag = 0x0004 | L ength |

e e e e e e e e o n o e e e e a e e o n +

\ \

/ I nfo String /

\

+

s S S s S i St SO S S

The ACTIVE message can contain the following parameters:

B. Bidulock

Version 0.1 Page 10



Internet Draft UA ASPCONG
Parameters
Traf(E Mode pe Optional
Routing Contet Optional *1
Interface IdentiCEer (iige) Optional *2
Interface IdentiCEer &b Optional *2
ASP Congstion Mandatory  *3
TID Label Optional
DRN Label Optional
Info String Optional

Note 1:

Note 2:

Note 3:

February 3, 2007

The Routing Contet parameter is only optionally included in UA protocols that support it [M3UA],
[SUA], [ISUA], [TUA], and indicates the Application Server to which the message applies. If there is
only one Application Server provisioned for a given SCTP association, then the Routing Contet field

is optional. Otherwise, the Routing Contet field is mandatory.

The Interface IdentiCE@arameter is only optionally included in UA protocols that support it [M2UA].

The ASP Congstionparameter is included in the ASFAC message to indicate to the SGP that the con-
gestion sub-state in which ASP is activating. In this case, the ASP Congstionparameter contains the
congestion level currently experienced by the ASP. If the ASP is not activating in a congested state, the
Levelfield of the ASP Congstionparameter MUST contain zero (0), indicating "no congestion”.

3.2.2. Notify (NTEFY)

ASPCONGextends the Notify message as follows:

The Notify message is used to provide an autonomous indication of UA events at an SGP/IPSP to an ASP/IPSP.

The NTFYmessage is formatted as follows:

B. Bidulock
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0 1 2 3

01234567890123456789012345678901
e S e s S ML LS S U S L S S

| T ag = 0x000D | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +

| S tatus |

| T ag = 0x0011 | L ength |
o e e e e e e e o n o e e e e a e e o n +

| A SP Identifier |
| T ag = 0x0006 | L ength |
o e e e e e e e o n o e e e e a e e o n +

\ \
/ R outing Context /
\ \
| T ag = 0x0001 | L ength=8 |

o e e e e e e e o n o e e e e a e e o n +

| I nterface Identifier (integer) |
| T ag = 0x0003 | L ength |
o e e e e e e e o n o e e e e a e e o n +

\ \
/ I nterface Identifier (text) /
\ \
| T ag = OXXXXX | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +

| A SP Congestion |
| T ag = 0x0004 | L ength |
o e e e e e e e o n o e e e e m e e o n +

\
/
\

| nfo String

e S s e SO LS S U S SR S S

The NTFYmessage can contain the following parameters:

Parameters

Status Mandatory

ASP IdentiCEer Conditional *1
Routing Contet Conditional *2*3
Interface IdentiCEer (irge) Conditional *4
Interface IdentiCEer &b Conditional *4
ASP Congstion Conditional *5
Info String Optional

Note 1:

Note 2:

B. Bidulock

ASP ldentifier MUST be used where the IPSP/SGP cannot identify the ASP by pre-configured ad-
dress/port number information (e.g, where an ASP is resident on a Host using dynamic address/port
number assignment) and the Status parameter is set to "Alternate ASP Active" or "ASP Failure".

When an ASP is registered or configured for multiple AS with an SG, to identify the Application
Server, the Routing Contet associated with the AS whose state is being notified MUST be placed in
the NTFYmessage when the Statusparameter is set to "AS_State_Change".
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Note3: The Routing Contet parameter is only optionally included in UA protocols that support it [M3UA],
[SUA], [ISUA], [TUA], and indicates the Application Server to which the message applies. If there is
only one Application Server provisioned for a given SCTP association, then the Routing Contet field
is optional. Otherwise, the Routing Contet field is mandatory.

Note4: The Interface IdentiEgarameter is only optionally included in UA protocols that support it [M2UA].

Note5: The ASP Congstionparameter MUST be included in the NTFY message when the Statusparameter is
set to "AS State Change" and the Status ID field is set to "ASP-Congested”. The ASP Congstion
parameter contains the level of congestion being experienced by the Application Server, as determined
by the SGP.

3.2.3. ASP Status (ASPSTAT)

The ASP Statumessage is used by an ASP to report the congestion status toward a local Application Server
at the ASP, to an SGP. It may also be used by an IPSP to report the congestion status toward a local Application
server at the IPSP to a remote IPSP.

The format of the ASPSART message is as follows:

0 1 2 3
01234567890123456789012345678901
B T e S N e, St I S S
| T ag = 0x0006 | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| R outing Context |
| T ag = 0x0001 | L ength=8 |
e e e e e e e e o n o e e e e a e e o n +
| I nterface Identifier (integer) |

+ + +
1 1

| T ag = 0x0003 | L ength |

o e e e e e e e o n e e e e e a e e o n +

\ \
/ I nterface Identifier (text) /
\ \
| T ag = OXXXXX | L ength=8 |

o e e e e e e e o n o e e e e m e e o n +

| A SP Congestion |
| T ag = 0x0004 | L ength |

o e e e e a e e oo o e e e e m e e o n +

\ \
/ | nfo String /
\ \

e S o ot S ML LS S S Y SR S S

The ASPSAT message can contain the following parameters:

Parameters

Routing Contet Conditional  *1
Interface IdentiCEer (iige) Conditional ~ *2
Interface IdentiCEer &b Conditional  *2
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ASP Congstion Mandatory  *3
Info String Optional

Notel: The Routing Contet parameter is only optionally included in UA protocols that support it [M3UA],
[SUA], [ISUA], [TUA], and indicates the Application Server to which the message applies. If there is
only one Application Server provisioned for a given SCTP association, then the Routing Contet field
is optional. Otherwise, the Routing Contet field is mandatory.

Note2: The Interface IdentiEgarameter is only optionally included in UA protocols that support it [M2UA].

Note3: The ASP Congstionparameter is used by the ASP in the ASPSAT message to indicate the current
congestion level of the Application Server (AS) indicated by the Routing Contet (or Interface ldenti-
Eerassociated with the AS.

The ASPSAT message MAY contain additional extension parameters provided for by other extensions.
3.2.4. ASP Status Query (ASPSTAT QRY)

The ASP Status Quenyessage is used by an SGP to query an ASP concerning the congestion status toward
an Application Server at the ASP. It may also be used by an IPSP to query the congestion status toward an Ap-
plication Server at a remote IPSP.

The format of the ASPSAT QRYmessage is as follows:

0 1 2 3
01234567890123456789012345678901
B T i St SO S S e, St I S S
| T ag = 0x0006 | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| R outing Context |
| T ag = 0x0001 | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| I nterface Identifier (integer) |

| T ag = 0x0003 | L ength |

o e e e e e e e o n o e e e e a e e o n +
\ \
/ I nterface Identifier (text) /
\ \
| T ag = 0x0004 | L ength |

o e e e e e e e o n o e e e e a e e o n +

\ \
/ | nfo String /
\ \

e S s e SO LS S U T SR S S

The ASPSAT QRYmessage can contain the following parameters:

Parameters
Routing Contet Conditional  *1*2
Interface IdentiCEer (iige) Conditional *3
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Interface IdentiCEer B Conditional *3
Info String Optional

Notel: The Routing Contet (or Interface IdentiCEEis used by the Signalling Gateway (SG) to indicate to the
ASP for which Application Server (AS) the current congestion status is requested.

Note2: The Routing Contet parameter is only optionally included in UA protocols that support it [M3UA],
[SUA], [ISUA], [TUA], and indicates the Application Server to which the message applies. If there is
only one Application Server provisioned for a given SCTP association, then the Routing Contet field
is optional. Otherwise, the Routing Contet field is mandatory.

Note3: The Interface IdentiEgarameter is only optionally included in UA protocols that support it [M2UA].

The ASPSAT QRYmessage MAY contain additional extension parameters provided for by other extensions.

4. Procedures

ASPCONGrovides the following procedures in extension to the procedures of the UAs [M2UA], [M3UA],
[SUA], [ISUA], [TUA].

4.1. ASand ASP State Maintenance

ASPCONGintroduces the concept of a congested state, both for Application Server Processes (ASPs) and

Applications Servers (ASs). These congestion states can be viewed as sub-states of the ASP-ACTIVE and AS
ACTIVE states, respectively.

4.1.1. ASP State
ASPCONGdds the following ASP state definition to the state transitions for an Application Server Process:

ASP-CONGESTED(n):— This state is a sub-state of the ASP-ACTIVE state. Whenever an ASP is in the ASP-
ACTIVE state, it may also be in one of the ASP-CONGEST ED(n) sub-states, where
"n" is the congestion level associated with the ASP in the AS.

Any existing procedure that causes an Application Server Ricesgo leave the ASP-ACTIVE states also ap-
plies to any congested ASP-CONGESTED sub-states. Any existing procedure that causes an Application Server
Procesdo enter the ASP-ACTIVE state, enters the state as “uncongested”, unless an ASP Congstionparameter
is associated with the procedure, in which case the ASP-CONGESTED(n) state is entered, where "n" is the con-
gestion level associated with the ASP Congstionparameter. (Note that the ASP Activemessage can now con-
tains an ASP Congstionparameter.)

4.1.2. AS State

AS-CONGESTED(n):— This state is a sub-state of the AS-ACTIVE state. Whenever an AS is in the AS-AC-
TIVE state, it may also be in one of the ASSCONGESTED(n) sub-states, where "n" is
the congestion level associated with the AS.

Any existing procedure that causes an Application Serveto leave the AS-ACTIVE states also applies to any
congested AS-CONGESTED sub-states. Any existing procedure that causes an Application Serveto enter the
AS-ACTIVE state, enters the state as “uncongested”, unless an ASP Congstionparameter is associated with the
procedure, in which case the ASSCONGESTED(n) state is entered, where "n" is derived by the SG from the
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congestion level associated with the ASP Congstionparameter. (Note that the ASP Activemessage can now
contains an ASP Congstionparameter.)

4.1.3. ASP Up Procedures

ASP Up procedures are not modified by ASPCONGwith the exception that when an ASP moves to the ASP-
INACTIVE state for an Application Server from the ASP-DOWN state, the SGP SHOUL D send notifications to
the newly inactive ASP that it would have otherwise received if it were previously in the ASP-INACTIVE state
for the AS. This can now also include the NTFY (AS-CONGESTEDptification.

4.1.4. ASP Down Procedures

When an ASP moves to the ASP-DOWN state and is deactivated for all Application Servers served by the
ASP at an SGP, the previous congestion status associated with the ASP for the Application Servers will be disre-
garded and removed from consideration for the calculation of the overall AS congestion status for the corre-
sponding Application Servers.

4.15. ASP Active Procedures
ASPCONGnhances the ASP Active Procedures of the UAs as follows:

When an ASP sends an ASP Activemessage to an SGP to activate itself for a given Application Server, the
ASP includes the ASP Congstionparameter in the message if the ASP is activating for the AS in an already con-
gested state. It is not necessary to include an ASP Congstionparameter if the ASP is not congested at the time
of activation.

Upon receiving an ASP Activanessage containing an ASP Congstionparameter, and the SGP is moving the
ASP to the ASP-ACTIVE state for the AS, the SGP will also mark the ASP a congested at the congestion Level
indicated in the ASP Congstionparameter. The SGP will also take appropriate actions with regard to AS con-
gestion in the same manner as if the SGP had received an ASP Statusnessage for the congestion level immedi-
ately following the ASP Activanessage.

4.1.6. ASP Inactive Procedures

When an ASP is deactivated for an Application Server at an SGP, the previous congestion status associated
with the ASP for the Application Server will be disregarded and removed from consideration for the calculation
of the overall AS congestion status for the corresponding Application Server.

4.1.7. ASP Status Procedures

Whenever an ASP in the ASP-ACTIVE state for an Application Server, determines that it is experiencing
congestion toward the Application Server (see "Detection of ASP Comgtion at the ASP,"'and that the level of
congestion toward the Application Server has changed since the last status sent to the SGP, the ASP MAY send
the SGP an ASP Statumessage reporting the change in detected congestion level.

The receipt of the ASP Statusessage is not acknowledged by the SGP.
The ASP Statusnessage is sent by the ASP in the same SCTP stream as other ASPTM and signalling mes-
sages related to the Application Server (i.e, the same Routing Contet (or Interface ldentiEgeto SCTP stream

mapping that is performed for the signalling messages causing the congestion.) ASP Statusnessages are sent or-
dered within the SCTP stream. ASP Statumessages are not sent on SCTP Stream 0.
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Whenever an SGP receives an ASP Statusnessage from an ASP in the ASP-ACTIVE state for an Applica-
tion Server, the SGP MAY consider the congestion level reported in the ASP Congstionparameter contained in
the message when determining the congestion level of the ASP within the AS (i.e. ASP-CONGESTED sub-state)
as well as when determining the overall AS congestion level (i.e. AS-CONGESTED sub-state) and when consid-
ering indication of congestion and invocation of congestion related procedures toward the SS7 network.

If an SGP should receive an ASP Statusnessage for an ASP that is not in the ASP-ACTIVE state at an AS,
an ERR("Une&pected Mesgg") should be returned and the ASP Statusessage discarded.

4.1.8. ASP Status Query Procedures

At any time that an ASP is in the ASP-ACTIVE state at an SGP for an Application Server, the SGP MAY
send an ASP Status Quenyessage to the ASP requesting the current congestion status for the ASP toward the
Application Server.

ASP Status Quermnessages can be sent unordered on the SCTP association, and MAY be sent on SCTP
Stream 0.

Whenever an ASP receives an ASP Status Quemyessage from an SGP for an Application Server, and the
ASP is in the ASP-ACTIVE or ASP-INACTIVE state for the Application Server, the ASP MUST respond with
an ASP Statusnessage indicating the current congestion level toward the Application Server. The Routing Con-
text (or Interface ldenti®Egcontained in the ASP Statusnessage must be the same as appeared in the received
ASP Status Quenyessage, and the ASP Congstionparameter contained in the ASP Statusnessage MUST re-
flect the current congestion level toward the Application Server associated with the Routing Contet (or Interface
IdentiCEgr

If the ASP receives an ASP Status Quenyessage and the ASP is not in the ASP-ACTIVE or ASP-INACTIVE
state for Application Server indicated in the Message, it SHOULD return an ERR("Une&pected Mesgg") and
take steps to move the SGP state to the current state of the ASP (e.g. by sending, for example, ASP Dowi

Using this procedure, the SGP can query the ASP Congstionstatus of an Application Server from an ASP.
4.1.9. Notify Procedures

A Notify (NTFY)message reflecting a change in the AS state MUST be sent to all ASPs in the AS, except
those in the ASP-DOWN state, with appropriate Statusinformation, any ASP IdentiEerf the failed ASP, and the
ASP Congstion parameter when ("AS-CONGESTED") is indicated. At the ASP, Layer Management is in-
formed with an M-NOTIFY indication primitive. The Notify (NTFY)message must be sent whether the AS state
change was a result of an ASP failure or reception of an ASP State Margement (ASPSMyr ASP TafGE Man-
agement (ASPTMinessage. In the second case, the Notify (NTFY)message MUST be sent after any ASP State
or Traffic Management related acknowledgements messages (e.g, ASP Up Ack, ASP Down Ack, ASP Active
Ack, or ASP Inactive Ack).

Whenever a Notify (NTFY)("AS-PENDING") message is sent by an SGP that now has no ASPs active to ser-
vice the traffic, or where a Notify NTFY("Insufficient ASP resources active in AS") message MUST be sent in
the Load-share or Broadcast mode, the Notify (NTFY)message does not explicitly compel the ASP(s) receiving
the message to become active. The ASPs remain in control of what (and when) traffic action is taken. Whenever
a Notify (NTFY)("AS-CONGESTED") message is sent by an SGP that is experiencing AS congestion, the Notify
(NTFY)message does not explicitly compel the ASP(s) receiving the message, whether in the ASP-ACTIVE or
ASP-INACTIVE state for the Application Server, to take any action: again, the ASPs remain in control of what
(and when) traffic action is taken.
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Whenever a Notify (NTYF)message does not contain a Routing Contet (or Interface IdentiCEpparameter,
the receiver must know, via configuration data, of which Application Servers the ASP is a member and take the
appropriate action in each AS.

5. Examples

(This section will include someamples and mesga £quence ltarts indicating the use of dacew poto-
col element and pcedue)

6. Security

ASPCONGdoes not introduce any new security risks or considerations that are not already inherent in the
UAs [M2UA], [M3UA], [SUA], [ISUA], [TUA]. Please see the SIGTRAN Security document [SIGSEC] for se-
curity consideration and recommendations that are applicable to each of the UAs.

6.1. Interworking Procedures

Because the ASPCONQrocedures provided here rely upon cooperation between ASP and SGP, if either the
ASP or the SGP does not support these ASPCONGprocedures, neither the ASP nor the SGP is able to take ad-
vantage of the full benefits of the procedures. The ASP or SGP supporting ASPCONGMAY fall back to the in-
terworking procedures provided in this section, or to procedures based on the original (hon-ASPCONG UA pro-
cedures.

A peer ASP or SGP that does not support the ASPCONGorocedures can either be identified by local configu-
ration information, the ASP Extensions [ASPEXT] procedure, or at ASP Activation time. The lack of support
for ASPCONGQcan be determined at ASP Activation time when the peer ASP or SGP does not place a ASP Con-
gestionparameter (as it MUST if both peers support ASPCONG in the ASFAC message.

When interwokring to an ASP or SGP that does not support ASPCONGthe SGP or ASP supporting ASP-
CONGSHALL perform all of the local procedures as though the peer SGP or ASP supported ASPCONGwith
the following exceptions:

(1) The ASP MUST NOT send ASP Statusnessages, either autonomously or in response to a received ASP
Status Querynessage.

(2) The SGP MUST NOT send ASP Status Queimessages.

(3) The ASP MUST NOT send ASP Congstionparameters in ASP Activanessages after having received an
ERR("Unecanized Rrameter")in response to an initial well-formed ASP Activanessage containing an
ASP Congstionparameter.

(4) The SGP MUST NOT send ASP Congstionparameters or NTFY ("AS-CONGESTED'hessages after
having received an ERR("Irvalid Parameter")or ERR("Unecaynized Rrameter")in response to an ini-
tial well-formed NTFY (AS-CONGESTED)essage.

The ASP and SGP MAY continue performing local ASP Congstiondetection and the SGP MAY continue
taking ASP Congstioninto consideration when determining actions with regard to congestion toward the SS7
network.

7. IANA Considerations

ASPCONGedefines the format of the Status IDfield of the Statusparmeter contained in the Notify message
in the [M2UA], [M3UA] and [SUA] registries.
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ASPCONGIefines a new ASP Congstionparameter in the [M2UA], [M3UA] and [SUA] registries.
ASPCONGedefines the parameters accepted in the ASP Activemessage to include the new conditional ASP

Congestionparameter in the [M2UA], [M3UA] and [SUA] registries. ASPCONGredefines the parameters ac-
cepted in the Notify message to include the new conditioanl ASP Congstionparameter in the [M2UA], [M3UA]
and [SUA] registries.
ASPCONGIefines two new messages in the ASP TafGe Managementmessge class, the ASP Statuand ASP
Status Querynessages, in the [M2UA], [M3UA] and [SUA] registries.
0. ChangeHistory

This section provides historical information on the changes made to this draft. This section will be removed
from the document when the document is finalized.

0.1. Changesfrom Version 0.0to Version 0.1
(1) Updated dates and version numbers.
(2)  Updates for new boilerplate and idnits-2.00.1.
0.0. Version 0.0
The initial version of this document.

0.0.0. ChangeLog
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Revision-0.9.2.3 2006/07/11 23:03:44 brian
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Revision-0.9.2.2 2006/06/27 09:41:15 brian
- r ereleased drafts

Revision-0.9.2.1 2005/10/17 11:53:45 brian
- u pdated drafts for republication
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