Network Working Group Brian Bidulock
INTERNET-DRAFT OpenSSTorporation
Intended Status:RBRPOSED SANDARD February3, 2007

Expires in August 2007

Correlation Id and Hearbeat Piocedures (CORID)
Supporting Lossless Ril-Over between SCTP Associations
for
Signalling User Adaptation Layers
<draft-bidulock-sigtran-corid-05.ps>

Status of this Memo

By submitting this Internet-Draft, each author represents thag@plicable patent or other IPR claims of
which he or she isveare have keen or will be disclosed, andyaaf which he or she becomeware will be dis-
closed, in accordance with Section 6 of BCP 79.

Internet-Drafts are wrking documents of the Internet EngineerimgK Force (IETF), its areas, and itouk-
ing groups.Note that other groups may also digttdworking documents as Internet-Drafts.

Internet-Drafts are draft documentid for a maximum of six months and may be updated, replaced, or ob-
soleted by other documents aydime. Itis inappropriate to use Internet-Drafts as reference material or to cite
them other than as Bfwin progresss.

The list of current Internet-Drafts can be accessed at http:/Aetirarg/ietf/lid-abstracts.txt.
The list of Internet-Draft Sha#@oDirectories can be accessed at http://wietliorg/shadav.html.
This Internet-Draft will &pire in August 2007.

Copyright
Copyright © The IETF T rust (2007).

Abstract

This Internet-Draft describes Correlation Id and Heartbeat procedures to support ledstess hetween
SCTP [SCTP] associations for SS7 [Q.700] Signalling User Adaptation ProtocolsA]MPMBUA], [SUA],
[ISUA], [TUA] supporting the concept of Routing Contet or Interface IdentiCEerThese procedures permit
lossless dil-over between Application Seer Processes (ASPs) at a Signalling @aye(SG) and &il-over be-
tween Signalling Gateay Processes (SGPs) and Signalling @etes (SGs) at an Application SenwProcess
(ASP). Losslestail-over permits thesedil-overs to occur without loss or duplication oAtlUser messages.

Contents
A complete table of contents, list of illustrations and change history appears at the end of this document.

1. Introduction

1.1. Scope

This Internet-Draft describes Correlation Id and Heartbeat (CORID) procedures to support ladsieas f
between SCTP [SCTP] associations for SS7 [Q.700] Signalling User Adaptation Protocol&][NNMBUA],
[SUA], [ISUA], [TUA] above MTP3 [Q.704] supporting the concept oRauting Contet or Interface IdentiCEer
These procedures permit losslesis-dver between Application Seer Processes (ASPs) at a Signalling Gaye
(SG) and &il-over between Signalling Gatesy Processes (SGPs) and Signalling @ales (SGs) at an Applica-
tion Sener Process (ASP)Losslessdil-over permits thesedil-overs to occur without loss or duplication oAU
User messages.
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UA implementations wittCORID are intended to be compatible wittAUmplementations not supporting
this con(Eguration; Wever, the full beneEts ached by the CORID procedures will not be realized unless im-
plementations at both endpoints impleméaRID.

1.2. Abbreviations

AS SApplication Server.

ASP SApplication Server Process.

CORID ScCorrelation Id Extension

IANA Sinternet Assigned Numbers Authority

I-D Sinternet-Draft
IETF Sinternet Engineering &sk Force
P Sinternet Protocol.

IPSP SIP Signalling Point.

SCCP  SSignalling Connection Control &rt.
SCTP SStream Control Tansmission Protocol.
SG SSignalling Gateway.

SGP SSignalling Gatewvay Process.
SIGTRANSIETF Signalling Transport WG

SPP SSignalling Peer Process.

SS7 SSignalling System No. 7.

SUA SSS7 SCCP-User Adpatation Layer
TCAP ST ransaction Capabilities Applicatioraf.
TUA SSS7 TCAP-User Adaptation Layer

UA SUser Adaptation Layer

WG SW orking Group

1.3. Terminology

CORID supplements the terminology used in th& dbcuments [M2W4\], [M3UA], [SUA], [ISUA], [TUA]
by adding the follving terms:

Changebadk - t he MTP3 [Q.704] procedure for redirecting signalling@afback to a primary linkset from an al-
ternate linkset.

Changeover - t he MTP3 [Q.704] procedure forwditing signalling trafEc from aailed primary linkset to an al-
ternate linkset.

Lossless &il-Over - i s mechanism fordil-over between SCTP [SCTP] associations (i.e, between ASPs, IPSPs,
SGPs or SGs) that prigles for the elminitation of duplication or loss oflllser messages between SG
and AS.

Messae Duplication- a situation where multiple copies of adUser message aves & a Sgnalling Endpoint.

Messa@e Loss- a situation where instances of aAlJser message is lost in transit between Signalling End-
points.

Mess@e Ms-sequencing a situation where B-User messages that are intended toariri sequence, awve &
a terminating Signalling Endpoint in an order other than the order in which the messages were transmi
ted at the originating Signalling Endpoint.

Signalling Endpoint (SEP) i n this document, &ignalling Enpoints an SS7 SEP [Q.700] or an Application
Sener.

Signalling Rer Pocess (SPP)r efers to an ASFSGP or IPSP

Signalling User Adaptation Layer A) - one or more of the Stream Contralahsmission Protocol (SCTP)
[SCTP] SS7 Signalling User Adaptation Layers [MJU[M3UA], [SUA], [ISUA], [TUA] supporting
the Correlation Idparameter and tHBEAT message.
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Time-contolled Changover - t he MTP3 [Q.704] procedure fonwditing signalling trafEc from aafled primary
linkset to an alternate linkset where sequence number information cannethamged between sig-
nalling points or where it is undesirable to use the normal cheegarocedures.

1.4. Owerview

The «isting UA [M2UA], [M3UA], [SUA], [ISUA], [TUA] procedures do not include procedures \oic
loss or duplication of messages when/ péer mustdil-over between SCTP [SCTP] associations between di-
verse Application Semr Processes (ASPs), Signalling Gag Processes (SGPs), Signalling Gedgs (SGs),
and IP Signalling Processes (IPSPs).

CORIDprovides procedures to eliminate message loss, duplication or mis-sequencing urderglideac-
tivation, recaorery and actiation scenarios.CORID provides the folleving capabilities that are not ptided for
in the «isting UA speciCEcations:

f Support for elimintating mis-sequencing oAtlJser messages at signalling endpoints (Applicatione3srer
SS7 SEPs) when\dirting messages between ASPs, SGPs, SGs, or IPSPs by supB&#ihgrocedures
analogous to the MTP3 [Q.704] Changeback procedure.

f Support for eliminating duplication of AtUser messages at signalling endpoints (Applicatione3sror SS7
SEPSs) or SS7 endpoints acrosi$-dver between ASPs, SGPs, SGs, or IPSPs.

f Support for elimination of message loss oA-User messages between Signalling @ays (SGs) and Ap-
plication Serers (ASs) acrosail-over between ASPs, SGPs, SGs, or IPSPs.

1.4.1. ConCEguration

For carrierclass operation, the SS7 Signalling User Adaptation Layers recommend that Signallingy&ate
and Application Semrs be conEgured such that there is no single poaituséfwithin the SG/AS architecture
or in the interening netwrk. TheSS7 As also recommend that no Application Serbe conCEgured for less
than two (2) Application Serer Processes.

All of the UAs describe anwerride, loadsharing and broadcast @af modeThe UA protocols place no re-
strictions on the distrition algorithm which is used for distuting trafEc wer multiple Signalling Processes.
Additional trafEc distribtion proposals he keen put fonard for Load Selection [LADSEL] and Load Group-
ing [LOADGRP]

Fail-over between Application Seer Processes (ASPs) and Signalling @ayeProcesses (SGPs) is not de-
tailed in the W protocols [M2WA], [M3UA], [SUA], [ISUA], [TUA], but it is clear that when an SCTP associa-
tion fails and the ASP transitions to the ASPADN state from the perspeati d the SGP peethe trafEc which
the associated ASPas preiously responsible needs to bealted to an alternate ASP (ifalable) in the same
Application Serer pool.

1.4.2. Conditionsat Fail-Over

The details of this d@ersion of trafEc is not speciCEedwbheer, a dchotomy &ists when suchafl-over oc-
curs as a result of the loss of an SCTP association between these Signalling Peer ProcessadH&kan).
SPP loses its SCTP association with another &RPdverts trafEc tvards another SRRhere aists the possi-
bility that messages pripusly destined to the peer SPRstin several catgories, as follass:

Catgory (1) - Queued in the sending SPP process,
Catgory (2) - queued for transmissionybnot yet transmitted by the transport\pder (SCTP),

Category (3) - queued for retransmissionytbnot yet ackmeledged by the peer transport pider (SCTP),
and,

Catgory (4) - acknavledged by the peer transport pider (SCTP) and deleted from the sending transport
provider's (SCTPS) retransmission queue.
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Figure 1 Buffer Catgories at SCTP Associatioaifure

These catgories are illustrated iRigure 1 Note that to retransmit cageries (2) and (3) (and perhaps cate-
gories (1)) on another link requires sent data asckertgment or bffer retriaval capability by the underlying
transport preider.

As there is no SPP petr-peer ackneledgement, for messages in Gaiges (3) and (4), the message might
or might not hae keen delered to the peer SPPherefore, at the time o&ilure of an SCTP association be-
tween tvwo Sgnalling Peer Processes (SPPs), it is not possible for either SPP to determine which of the messag
in catgories (3) and (4) alve (ransmitted, bt not yet acknwledged; transmitted and ackmedged) were suc-
cessfully receied by the peer beforeaflure. Wthout information concerning which messages in thisgoate
were successfully recadd by the peerthe SPP either risks message loss or message duplication wheantét di
trafEc from theafled association.

1.4.3. Souces of Message Loss and Duplication

If the messages from catary (3) or (4) are retransmitted on an alternate association, the &Rihglithe
trafEc risks message duplicatidrhis is because some messages of theyoatanight possibly ha keen suc-
cessfully receied by the peer beforeafl-over.

If the messages from cagiary (3) and (4) are discarded beforeeding messages from cgeries (1) and (2)
and then n& trafCEc on an alternate association, the SPP risks messagéhissis because some of the mes-
sages in cagory (3) and (4) might possibly anotbeen receied by the peer SPP before the associataited.

This is the dychotomy: gerdless of the nature of a paliconcerning the disposition of messages at an SPP
experiencing &ilure to its peemwithout information concerning messages successfullyvetéy the peerthe
SPP risks message loss or duplication.

It should be possible to induce such a system to demonstrate message loss or duplication.

Because SS7 performance requirements [Q.706¢ Inare stringent requirements agst duplication of
messages than loss of messages, the onlypslio discard messages in cgtey (3).

To avoid loss of messages to meet SS7 performance requirements [Q.706] in consideration of this dichotom
implementation cost may be den higher than wuld be the case if a procedure were establishextctmage in-
formation between the Signalling Processes on either sideadéd &ssociation.

This Internet-Draft preides Correlation Id and Heartbeat proceduresditoi/er for the SS7 signalling Ak
which will remove the possibility of message loss or duplication in thenethat an SCTP associatiocailfire
while communication between the Application S#rand Signalling Gateay is gill possible.
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1.4.4. Conditionsat Recovery

Signalling Application
Gateway (X) Server
—_— /
/ i
SGP1 . ASP1
— —
SR )
SGP2 ..................... ASPZ
— —
SCTP
Associations

sePn | . [ AsPn I

Figure 2 Example (A) ConEguration of ASPs and SGPs

Figure 2illustrates anxample (A) conCEguration of ASPs and SARshis example, the ASP and SGP are
interconnected with a full-mesh arrangement of SCTP Associatiemsh ASP is interconnected to each SGP by
an association.

When a &ilure of the SCTP assocation occurs, it is, f@anaple, between "SGP1' andSP1' as indicated
by the (X) in theFigure 2 When a receery occurs, it is also the SCTP association between "SGP1AGRIL
that recoers.

The normal procedure for dealing with suclaidure<1> is for SGP1 to mark ASP1 in the ASP\BI state
and to redirect tr&Ec wer the remaining ASPs in the Application Sers2>.

When the SCTP association between ASP1 and SGPlere@nd ASP1 succesfully agies for the AS
using the ASP Actie Rocedures<3>, once ASP1 has entered the ASPPME state for the AS, message mis-
sequencing can occur if tE&kc is immediately applied on thevheactive association.

The UA procedures<3> prade no detail concerning the restarting of @afto rea@ring ASPs in the AS.

1.4.5. Souces of Message Mis-Sequencing

Because the SGPs can b@eriencing diferent loads or other locahdtors, each SGP mayfaif Therefore,
restoring a tradEc ~av to a rewly active SGR, without Erst ensuring that messages ageduhrough the old path
before the diersion, can result in message mis-sequencirgs is example (C) illustrated ifrigure 3
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Figure 3 Example (C) Restoration of aafEc Fle

Before switching traEc back to SGP1 from SGPx, SGPx is queueir@dréformn ASP1 to the SS7 netlu
(This queueing could either be within the SGP or as a result of queueing within the transport protocol.) [SCTP]
the trafEc sov from ASP1 is switched rapidly to SGP1, a race conditiost® between messages in SGPX'
gueue and messages in SGRifeue. Arapid switch can result in mis-sequencing.

As SGPx and SGP1 do not necessarilyeha belong to the same SG (and because theistsequeuing
within the transport protocol itself), close queue synchornization between SGPx and SGP1 caipeutéd.e

CORID provides both a time-controlled and a Heartbeat procedure for restoration@€ ttafaid mis-se-
guencing during restoration.

1.5. FunctionalAreas

The CORID procedures towid message loss, duplication and mis-sequencing under these types of scenar
ios requires protocol parameters thatvite a clear identiCEcation of the independentEtafovs involved.
Then, procedures are required to control #ikdver and restoration of the identiCEed @af *ovs to aoid mes-
sage loss.

The SS7 MTP3 [Q.704] pvide an &cellent &kample of the types of procedures that can be applied to the
problem of switching tr&Ec *ovs across redundant processes<4>.

1.5.1. IdentiCEcatiof TraftEc Flavs

TrafCEc *avs between Seer Processes in theAd are managed on the basis of the Application eeiw
which the traEc *ovs correspond.TraftEc *avs from SG to AS are identiCEed by Rmuting Ky or Routing
Contet to which theg correspond<5>.

An Application Serer Process can be a&iand handling trafEc for annumber or combination of tréc
0ws. Thatis, the ASP can be aedy handling tratEc for annumber of Application Seers. Wheran SCTP
[SCTP] associationails, it is necessary to identify both the sequence of the last message succesfuliyl recei
and processed by the Signalling Process, as well as t@ecteaf within which that sequence applies.
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Therefore, this document identiCEes a message ifiEctrad by the Routing Contet, TrafG€ Flow Id and the
correlation (sequence) number within thatwes identi®Eed by thHeorrelation IdentiCEerThe Correlation Iden-
tiEers a combination ofrafG Flow Id andCorrelation Numbekvhich is applied to all dertable tra€Ec.

(For details on the assignmentTiaf(E Flow IdentiCEsrand Correlation numbers, see Section 4.1.2 "Corre-
lation™.)

1.5.1.1. SGFStarting New SGP-to-ASP Taf(Ec

When tra€Ec is originally started for a @&t «ov, the (Erst dértable message in the t@&E «ov is assigned a
Correlation Numbernf one (1) by the sending Signalling ProceSsibsequent déertable messages within the
routing contat are gven the Correlation Idnumber of tw (2), three (3), and so on.

Because SCTP is a sequenced reliable transport [SCTP], it is only necessary to communate gion
Id number between SPP peers for the intial message which is sent to thé&geeiSignalling Peer Process
MUST be capable of counting the messages whicke lreen sent or recad on the SCTP association, and as-
signing each subsequent message tkegegjuentiaCorrelation Idnumber

1.5.1.2. SPMiverting peer SPP TrafCEc

Should, for ®ample, theassociationdil between the SGP and the ASfke SGP will receer any huffers
from catgories (1), (2), (3) and (4), and immediately restartE@fin sequence, on anothervac8SP within
the AS. When the SGP restarts @€ on this alternate ASPthe messages belong to Gpaey (4) or (3) (i.e,
they were transmitted onub not acknaledged by the underlying transport, or transmitted and adkdged),
the SGP will label the initial message sent with @warelation Id of the message at the time that @snorigi-
nally sent. When the SGP sends tmessages fromdoaye(2), (1) and nely arriving trafEc, the SGP will not tag
the messages with @orrelation Id but instead will label them internally with the xtesequentialCorrelation
Numbes for the trafEc sov.

Thus, the alternate Signalling Peer Process which isviegaiiverted trafEc will be able to distinguish the
problematic Catgory (3) and (4) messages from those which ¥olldvhen an tagged message is reesi the
Signalling Peer Process iswm@ware that the messages werevioesly sent to the normal SPP to which the
SCTP association as lost. When an untagged message\es;j the receing Signalling Peer Process iwate
that this and subsequent messages within th&tradv represent prgously unsent traec.

(Detailed procedures for the tagging of messages are described in Section 4.1.3 and 4.1.5&¥kidar, di
Sections 4.2.2,4.2.3 and 4.1.6.)

1.5.1.3. SPHReceving Diverted Traf(Ec

At the Signalling Process reegig the dierted trafEc for th®outing Contet, three actions are possible,(or
combinations of the three):

(1) IgnoretheCorrelation Idand process the messages blind at the risk that message duplication will occur
(2) discardall messages tagged witlCarrelation Idat the risk of increased message loss, or

(3) performthe procedures described in Section 4.1.5.2.2 minimizing the message duplication and loss re
sulting from the diersion.

Only by performing the procedures described in Section 4.1.5.2.2 will message duplication and loss be min
mized.

1.5.1.4. SPHRestoring Traf(Ec

Should, for @ample, the association re@n between the SGP and ASRe ASP will need to rebalance the
load across thevailable SGPs and the wey available SGP As dscussed, if the ASP switches &t immedi-
ately message mis-sequencing can occlwo procedures are pvided by CORID for restoring trafEc without
message mis-sequencing: a Heartbeat procedure and a timer procedure.

The Heartbeat procedure withholdsetiable tra€Ec from the SGP currently aetior each tradEc *ov and
sends 8BEAT message on eachwo Once theBEAT ACK is receved by the ASPthe ASP is assured that there
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is no dvertable tra€Ec pending on the SGP and theBE@#fov can be switched to the reewed SGP The Heart-
beat procedure is applicable to reey between SGPs in the same SG as well as SGPdaredif SGs.

The Timer procedure witholds dértable tra€Ec from the SGP currently aetifor the tra€Ec sov and waits
until a timer gpires. Oncdhe timer &pires, the ASP is resonably assured that there is ri@&drpending on the
SGP and the tr@c +ov can be switched to the raemwed SGP The Timer procedure is applicable to reegy
between SGPs where the SGPs do not sugioRID.

Restoration of tr&Ec is described in detail in Sections 4.2.3 and 4.1.6.

1.6. SampleConEgurations

A typical Example (C) conCEguration (multiple Signalling Bayge) is illustrated irFigure 4 In this contEg-
uration a number of Application SemvProcesses (ASPs) serving a number of ApplicationeBe(ASs) are
connected to tev Sgnalling Gatavays (SGs). The SGs appear as mated SS7 Signallirggdfer Points (STPs)
[Q.705] to the SS7 Netwwvk. Traf(Ec originating at Signalling Endpoints (SEP) in the SS7orletand directed
toward SEP in the IP netwvk (i.e., Application Semrs) is loadsharedver the STPs by the Signalling Link Se-
lection (SLS) [Q.704] alue associated with each messagefEc originating at the SEP in the IP roelw(i.e,
AS) is loadsharedver the SGs in the samaghion.

ss7 P

Network Network
)
I ASP1
. SGP1
B/D-Links STP1 §SG1
: I — AS1
SGP2 - ... — ASP2
c- S ] \ )
. 2 —] ASP3
Links | : —~
: sep3 | .. _1 aspa
STP2 :SG2 AS2
: SGP4
L | Asps
——
SCTP
Associations

Figure 4 Example (C) Sample Multiple-SG ConEguration
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Notes br §1
<1>  Asdescribed in the B documents [M2W\], [M3UA], [SUA], [ISUA], [TUA].

<2>  For illustration purposes onlgl ASPs inFigure 2 are members of the one Application Sarv
which is represented at all of the SGPs.

<3>  SeeSection 4.3.4.3 of the speci@®t dbcument [M2W4], [M3UA], [SUA], [ISUA], [TUA].

<4> Seefor example, Clause 5 "Changa®”, Clause 6 "Changeback", Clause bréed Rerouting"
and Clause 8 "Controlled Rereouting" of the MTP3 speciCEcations [Q.704].

<5>  Thisis true for all User Adaptation layers with theception of M2LA [M2UA]. In M2UA, the
Application Serer and trafEc «ovs are identiCEed by an e@ént of theRouting ky. the Link
Key, and the equialent of theRouting Contet: the Interface Identi®&erAn Application Serer
may also represent multipleterface ldentiEgr

2. Corventions

The key words MUSTS, WIUST NOTS, '/REQUIREDS, ™SHALL S, ™SHALL NOTS, ™SHOULDS,
TSHOULD NOTS, 'RECOMMENDED 8, WAYS, and BOPTIONALS in this document are to be interpreted
as described in [RFC2119].

3. Protocol Elements The following protcol element deEnitions areviited by CORIDin extension to theye
isting protocol element deEnitions for thesIM2UA], [M3UA], [SUA], [ISUA], [TUA].

3.1. Farameters

The following subsections describe the parameters use@@®RID, their format and the message in which
they are used.

3.1.1. Cormrlation Id

TheCorrelation Idparameter is used in tlEAT, BEAT ACK, ASRAC, ASFAC AKK, and UA-User data mes-
sages. lts used here to identify data messages sent to a peer SPP

TheCorrelation Idparameter is formatted as folle:

0 1 2 3
01234567890123456789012345678901
e S o ot S ML LS S S S SR S S

| T ag = 0x0019 | L ength |
o e e e e e e e o n o e e e e a e e o n +

| C orrelation Id #1 |
o m e m e e e e e e e e e e e e e +

| C orrelation Id #2 |
o m e m e e e e e e e e e e e e e +

\ \
/ /
\ \
/ /
o m e m e e e e e e e e e e e e e +

| C orrelation Id #n |
B e o s it St I S S e
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TheCorrelation Idparameter contains one or more of the feitg Eeld:
Correlation Id (Eeld: 8-bytes

The Correlation IdEeld is formatted as folle:

0 1 2 3
01234567890123456789012345678901

B e S N S T S SO S S S S S L N

| C orrelation Number |

| T raffic Flow Id |
B e S N S T S SO S S S S S L N

Correlation Number Eeld: 32-bits (unsigned integer)

The Correlation NumberEeld identiEes a particular message withindadral. When theCorrelation Id
parameter is included in tHBEAT (ACK) or ASFAC (ACK) message, this Eeld identiCEes the last sent mes-
sage for the indicated t@&c *av. When theCorrelation Idparameter is included aAJser data message,

this (Eeld identiCEes @arrelation Numbenof the message in which it is contained.

Traf(Ec Flar Id Celd: 32-bits (unsigned integer)

The TrafCe Flow Id (Eeld identiEes a particular indepdently sequendéxt traf to which theCorrelation
NumberCEeld alue applies.The Traf(é Flow Id (Eeld identiCEes a @&af *av associated with an Application
Sener. When used for tagging messages or inBEAT (ACK) or ASRAC (ACK) message for a Loadshare
AS Load Selection [LADSEL] or Loadshare Load Group [IADGRP], theTrafGe Flow Id EeldMUST
identify trafEc +ov (Load Selectionwithin an Application Serenr.

For an Override or Broadcast AS (or Load Group), theaflEc Flev Id is not required andSBHOULD be
coded zero (0)In this case, th€orrelation Idparamete6EHOULD only contain oneorrelation IdEeld.

For details onTraf(€ Flow Id assignment, see Section 4.1.2.2.

When theCorrelation Idparameter is included in tHB=EAT, BEAT ACK, ASRAC, ASFAC AKK, and UA-User
data messages, only oReuting Contet (or Interface Identi@&grepresenting a single Application SerMUST
be associated (speciCEed or implied) with the message.

3.2. Messages

3.2.1. ASPActive (ASPAC)

CORID supplements th&ASRAC mesage by permitting the folling optional parameters to be included in
the message:

Extension Parameters
Correlation Id Mandatory

The format of the resultingSPAC message is as folis:
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0 1 2 3
01234567890123456789012345678901
B i o S S ey St I S S
| T ag = 0x000b | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| T raffic Mode Type |
| T ag = 0x0006 | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| R outing Context |
| T ag = 0x0001 | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| I nterface Identifier (integer) |

+ + +
1 1

| T ag = 0x0003 | L ength |

o e e e e e e e o n o e e e e a e e o n +
\ \
/ I nterface Identifier (text) /
\ \
| T ag = 0x0019 | L ength |

o e e e e e e e o n o e e e e a e e o n +

\ \
/ C orrelation Id /
\ \
| T ag = 0x0004 | L ength |

o e e e e e e e o n o e e e e a e e o n +

\ \
/ | nfo String /
\ \

e S s e SO LS S U T SR S S

The Correlation Idparameter is used by the ASP in &8FAC message to indicate the correlation identiEer
for the Erst AFUser message to be transmitted in eacliEafov from the Application Seer being actiated to
the Signalling Gateay. The Application Serers for which theCorrelation Idapply is either indicated in thE&S-
PAC message by puiding the associateRouting Contets (or Interface IdentiCEs) or, if there is noRouting
Contet (or Interface Identi®Eeparameter in the message, the associated ApplicatioerSeaxe implied by the
SGP and ASP conEguration data.

When theCorrelation Id parameter is present in tRe&SRAC message, the messag§elOULD only contain
oneRouting Contet (or Interface Identi®Eem the Routing Contet (or Interface IdentidEgparameter When the
Correlation Idparameter is not presenytlrequired by the SGkhe \alue of theCorrelation Idis assumed to be
zero (0).

The ASFAC messag®AY contain additionalx@ension parameters prided for by other ensions.

No other changes to tie&SFAC message format are pided by this gtension.

3.2.2. ASPActive Acknowledgement (ASRARC ACK)

CORIDsupplements thASFAC ACK mesage by permitting the folling optional parameters to be included
in the message:
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Extension Parameters
Correlation Id Mandatory

The format of the resultingSFAC ACK message is as folis:

0 1 2 3
01234567890123456789012345678901
T

| T ag = 0x000b | L ength=8 |
. . +

| T raffic Mode Type |
+ + +

| T ag = 0x0006 | L ength=8 |
. . +

| R outing Context |
+ + +

| T ag = 0x0001 | L ength=8 |
. . +

| I nterface Identifier (integer) |
+ + +

| T ag = 0x0003 | L ength |
. . +

\ \
/ | nterface Identifier (text) /
\ \
+ + +

| T ag = 0x0019 | L ength |
. . +

\ \
/ C orrelation Id /
\ \
+ + +

| T ag = 0x0004 | L ength |
. . +

\ \
/ | nfo String /
\ \

T

The Correlation Id parameter is used by the SGP in AFAC AK message to indicate the correlation
identiCEer for the ErshWser message to be transmitted from the Signallingv@@gteo the Application Serer
being actvated for each tr&Ec «av. The Application Sersrs for which theCorrelation Idapply is either indi-
cated in theASFAC AKK message by puiding the associateRouting Contets (or Interface IdentitiEsy, or, if
there is ndRouting Contet or Interface IdentiCEqrarameter in the message, the associated ApplicatioerServ
are implied by the SGP and ASP con(Eguration data.

When theCorrelation Idparameter is present in tASRAC AK message, the messageOULD only con-
tain oneRouting Contet (Interface IdentiEpim the Routing Contet (Interface IdentiCEpparameter When the
Correlation Idparameter is not presenytlyequired by the ASkhe \alue of theCorrelation Idis assumed to be
zero (0).

The ASFAC AK messagdlAY contain additional>x@ension parameters prided for by otherensions.

No other changes to teSPAC AK message format are pided by this gtension.
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3.2.3. Heartbeat(BEAT)

CORID supplements thBEAT message by permitting the foong optional parameters to tbe indicated in
the message:

Extension Parameters

Routing Contet Conditional *1
Interface IdentiCEer Conditional *2
Correlation Id Conditional

Note 1: The Routing Contet parameter is only included in thoseAd) that supportRouting Contet
[M3UA], [SUA], [ISUA], [TUA].

Note 2: TheInterface ldentiCEgrarameter is only included in thosé&&Jthat supportnterface IdentiEer
[M2UA.

The format of the resultinBEAT message is as folls:

0 1 2 3
01234567890123456789012345678901
T

| T ag = 0x0006 | L ength=8 |
. . +

| R outing Context |
+ + +

| T ag = 0x0001 | L ength=8 |
. . +

| I nterface Identifier (integer) |
+ + +

| T ag = 0x0003 | L ength |
. . +

\ \
/ | nterface Identifier (text) /
\ \
+ + +

| T ag = 0x0019 | L ength |
. . +

\ \
/ C orrelation Id /
\ \
+ + +

| T ag = 0x0009 | L ength |
. . +

\ \
/ H eartbeat Data /
\ \

Foteto b oo bbb b bbb bbb bbb b b b b o

The Routing Contet parameter is used by the SPP in BEAT message to indicate the Application Serv
for which the message applies when @@RID heatbeat procedures are uséthe Application Serers for
which theBEAT message apply is either indicated in BIEAT message by pwiding the associateBouting
Contets (or Interface IdentiEgror, if there is ndRouting Contet (or Interface Identi@®gparaemter in the mes-
sage, the associated Application $esvare implied by the SPP conCEguration data.
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When theRouting Contet (or Interface IdentiCEgrs present in thdBEAT message, the messagelOULD
only contain oneRouting Contet (Interface Identi®&gin the Routing Contet (Interface IdentiCEgparameter
When theRouting Contet (Interface IdentiCEpis rnot present in th8EAT message, Ui required by the SPEhe
BEAT message is assumed to be a noBEAT message not supporting the procedure€ORID an a normal
BEAT ACK responséUST be generated.

The Correlation Id parameter is used by the SPP in BI®AT message to indicate the correlation identiEer
for the last W\-User message thatas transmitted to the peer SPP for eacliHEafav for the gven SCTP stream
upon which th@EAT message is senf he Application Serers fro which theCorrelation Idapplies is either in-
dicated in theBEAT message by puiding the associateRouting Contet (Interface IdentiEgror, if there is no

Routing Contet (or Interface IdentiCEeparameter in the message, the associated ApplicatiorrSere implied
by the SPP con(Eguration data.

When theCorrelation Idparameter is present in tBEAT message, the messdgdOULD only contain one
Routing Contet (Interface IdentiCEpm the Routing Contet (Interface Identi@®&gparameter When theCorrela-

tion Id parameter is not presentjtlrequired by the SPe walue of theCorrelation Idis assumed to be zero (0)
for all afected tra€Ec sovs.

The BEAT mesageMAY contain additionalx@ension parameters prided for by other gensions.
No other changes to tlREAT message format are pided by this gtension.

3.2.4. HeartbeatAcknowledgement (BEAT ACK)

CORID supplements thBEAT ACK message by permitting the foling optional parameters to tbe indi-
cated in the message:

Extension Parameters

Routing Contet Conditional *1
Interface IdentiCEer Conditional  *2
Correlation Id Conditional

Note 1: The Routing Contet parameter is only included in thoseAd) that supportRouting Contet
[M3UA], [SUA], [ISUA], [TUA].

Note 2: TheInterface ldentiCEgrarameter is only included in thosé&&Jthat supportnterface IdentiEer
[M2UA].

The format of the resultinBEAT ACK message is as folls:
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0 1 2 3
01234567890123456789012345678901
B i o S S ey St I S S
| T ag = 0x0006 | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| R outing Context |
| T ag = 0x0001 | L ength=8 |
o e e e e e e e o n o e e e e a e e o n +
| I nterface Identifier (integer) |

| T ag = 0x0003 | L ength |

o e e e e e e e o n o e e e e a e e o n +
\ \
/ I nterface Identifier (text) /
\ \
| T ag = 0x0019 | L ength |

o e e e e e e e o n o e e e e a e e o n +

\ \
/ C orrelation Id /
\ \
| T ag = 0x0009 | L ength |

e e e e e e e e o n o e e e e a e e o n +

\ \
/ H eartbeat Data /

e S S s et S L LS S S S L S S

The Routing Contet parameter is used by the SPP in BEeAT ACK message to indicate the Application
Sener for which the message applies when@@RID heatbeat procedures are usdthe Application Sersrs
for which theBEAT ACK message apply is either indicated in BEEAT ACK message by pwiding the associ-
ated Routing Contets (or Interface IdentiCEgror, if there is noRouting Contet (or Interface IdentiGEgr
paraemter in the message, the associated ApplicatiorrSeme implied by the SPP conEguration data.

When theRouting Contet (or Interface IdentiCEgiis present in theBEAT ACK message, the message
SHOULD only contain oneRouting Contet (Interface IdentiCEein the Routing Contet (Interface IdentiEgr
parameter When theRouting Contet (Interface IdentiCEgrs not present in th8EAT message, Wi required by
the SPPthe BEAT message is assumed to be a noEAT message not supporting the procedure€ORID
an a normaBEAT ACK responsédUST be generated.

The Correlation Idparameter is used by the SPP in BEAT ACK message if it appeared in tBEAT mes-
sage. Inthis case, th€orrelation Id parameter that the SPP places in BEEAT ACK messageMUST be the
same as that in the corrsponding ree@ BEAT message.

When theCorrelation Id parameter is present in tBEAT ACK message, the messagelOULD only con-
tain oneRouting Contet (Interface IdentiEepin the Routing Contet (Interface Identi®Epparameter

The BEAT ACK mesageMAY contain additionalxension parameters pided for by other xensions.
No other changes to tlREAT ACK message format are mided by this gtension.
4. Procedures

CORID provides the follaving procedures inxtension to the procedures of thésJ[M2UA], [M3UA],
[SUA], [ISUA], [TUA].
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4.1. Traf(Ec Handling

In some circumstances, the SPP must trediEradferently than normal in (Etting with tE®RID proce-
dures. ThigraftEc handling is described in the sectionsibelo

4.1.1. ClassiCEcation

Divertable messages areyddA-User messages destined for an Application &emivertable messages are
UA-User data and some management (non-ASP management) message® thaetglicit or implied Routing
Contet (Interface Identi®eBnd have grict requirements prenting loss, duplication or mis-sequencingll
SSNM messages containing arplicit or implied Routing Contet SHALL be classiEed avettable, with the
exception of DAUD which SHOULD be classiEed as/ditable between ASPs or SGPs belonging to the same
SG, andSHOULD be classiCEed as nonaliable between SGaUA-User messages that qualify aseadiable
messages in addition to SSNM are listedahle 1 Although some messages in some message classes might be
considered as nonadirtable, all messages in the message classes list€ablie 1 SHALL be treated as di-

vertable.
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Note 1:
Note 2:
Note 3:
Note 4:

Note 5:

4.1.2. Correlation

UA CORID

Table 1.Divertable Messages byAJ

UA

Class

Msg

Notes

M2UA

MAUP

Data
Data Ack

M3UA

Transfer

ATA

SUA

CL

CLDT
CLDR

Note 1

CO

CORE
COAK
CODT
RESRE
RESCO
RELRE

TUA

TCM

TUNI
TQRY
TCNV
TRSP

Note 2

TUAB
TPAB
TNOT

CHM

CINV
CRES

Note 3

CERR
CREJ
CCAN

All

SSNM

DUNA
DAVA
SCON
DUPU

Note 4

DAUD

Noteb

All those marked "Return on Error".

All those without components or madk "Return on Error".

All those in operation class 1, 2 or 3.

All those with impliedRouting Contet or containing eplicit Routing

Contet parameters in the message.
See Section 4.1.1.

February 3, 2007

Each independent ti@&c sov for a given Application Serer as identiCEed byRouting Contet (Interface
IdentiE@rMUST be correlated using@orrelation Id The Correlation Idconsists of &orrelation Numbeand
a trrafEc ~ov identiCEerThe Correlation Numbeis used to number each message within thengraftEc «ov.

B. Bidulock
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4.1.2.1. Assignmenbf Correlation Ids

To accomodate all combinations of tBE modes at AS and SGiediable messages are correlated by inde-
pendent traEc *ov. That is, each sentwdirtable message is labelled with a @af «ov identiCEer and@orrela-
tion Numberfor the AS that is incremented for each message sent for tfectsaf. In the samedshion, each
receved divertable message is labelled with the identity of thef@bev on which it was receied and aCorre-
lation Numbeflfor the AS that is incremented for each messagevesten that trafEc <ov.

An SPP maintains twv correlation counters for each ttBE eov for each AS: for each ti@c «ov, one
counter tracks th€orrelation Numbewof messages sent to the AS and the other trackSdhrelation Number
of messages reced from the AS. Before tra€Ec is started for an AS on a@afeov, these counters are set to
zero (0). The Erst dértable message for the AS on thew®UST then be assigned a coorrelation number of
one (1); and subsequenteéiable messages, tl@orrelation Numbeof two (2), three (3), and so forth.

Whenever trafEc is started for the AS (using the ASPv&cEocedures), the correlation count&idALL
be synchronized byxehanging correlation numbers and @af «av identiCEers in theorrelation Idparameter in
the ASRAC and ASRAC AK messages. df nav trafEc, th&orrelation NumbeMUST zero (0); for restarting
trafCEc, it iISHOULD be theCorrelation Numbenf the last message transferrd@ee Section 4.2.3.)

4.1.2.2. Assignmenbf TrafEc Flav Ids

TrafCE Flow IdsSHALL identify a switchable tr&Ec «ov within an Application Sermr. The TrafCeé Flow Id
value SHALL be assigned by the sending SPP<1>.

TrafCE Flow ldsassigned by an SPP ahlUST be communicated to the peer SPP ilASAC or ASRAC
ACK message.

For trafCEc distribitions that do not loadshare (i.e,égnide and Broadcast), tAeafC Flow Id Eeld is not re-
quired andVIAY be set to zero (0)In this case, th€orrelation Idparameter in th8EAT, BEAT ACK, ASFAC
or ASFAC AK messag&HOULD only contain oneéCorrelation IdCEeld (see Section 3.1.1).

Following are rules for the assignmentToéfG€ Flow Idsat an SPP:

0] If an SPP belongs to agidar Owerride or Broadcast AS, nivaf(€ Flow |d need be assigned or included
by the SPP in th€orrelation Idparameter

(i) If an SPP belongs to aguar Loadshare AS, &afCE Flow Id is assigned and included in tBerrela-
tion Id parameter The TrafG€ Flow Id Id assignedMUST unambiguously identify the tr@c +ov within
the AS.

(i) If an SPP belongs to a Load Selector AILSEL], aTrafC Flow Id is assigned and included in tGer-
relation |d parameter gardless of thélraf@E Mode ypeof the AS. The Traf@E Flow Id assignedMUST
unambiguously identify the the Load Selection within the AS.<2>

(iv) If an SPP belongs to a Load Group RDGRP], aTrafCé Flow Id is assigned and included in tGerre-
lation Id for a Loadshare AS or Load Groupn assignediraf Flow Id MUST unambiguously iden-
tify the Load Selection within the AS-or a ron-loadshare AS and Load Group, TrafCE Flow Id need
be assigned or included in tB®rrelation Idparametex3>

4.1.3. Tagging

Each sent or recsd message for an AS is labelled when it is Erst sent ovegcdihemessage is labelled
with the trafEc eov id associated with the SPP to or from which the messaae sent or recedd, and the
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correlation number assigned within the @af sov (see Section 4.1.2.1).

Tagged messages contailCarrelation Idparameter: an untagged message is tagged by ad@Giogedation
Id parameter to the messad&/hen a message is taggedSHALL be tagged with the samalues of the tr&Ec
*ow id (if required) andCorrelation Numbewith which it was originally labelled.

Although each message is labelled with adEafev id and correlation numbethe message is not necessar
ily tagged with theCorrelation Id parameter when the message is séfeessages for an AS that are sent for the
Erst tim®&UST NOT be tagged Messages retransmittdtliUST be tagged.

4.1.4. Buffering

To supportCORIDand SPP will hae o, under some circumstancesffer messageswhen dvering trafEc,
the SPP requiresulfers to hold unsent messagesgaing diversion; when sending trdc, the SPP requires
buffers to hold local copies of sent messages invbat ef failure.

4.1.4.1. SPRvitholding unsent messages

CORID procedures require that an SPP at times withhold A&trafd perform this, the SPP allocates a di-
version huffer and places in theulfer all subsequent messages thatld otherwise be sent to the SPP for the
AS.

4.1.4.2. Localkopies of sent messages

To reduce loss of messages, an SMHOULD buffer messages until it can be assured that the peer SPP has
receved and processed the messag¥hen a message is sent to an SPP suppdZ®gID a local copy of the
messag®MUST be lkept until it is discarded in accordance wit@@RID procedure.<4>

(i) A local coy SHOULD NOT be discarded when it is ackmiedged by the peer SCTP

(i) alocal coy SHOULD NOT be discarded until the sending SPP is con@Edent that the peer SPP has re
ceived and processed the message.

(i) To ensure that stale messages do not pragathrough the system, an SBROULD NOT keep local
copies of sent messages for longer than a maximum lifetime T(lifetifmg)local coppies of sent mes-
sages that are older (measured from the moment at whickvéiie sent to the peer SPP) than T(lifetime)
SHOULD be discarded.

4.1.5. Messagélandling

The SPP supportingORIDhandles tagged and untagged messagtsatitly

4.1.5.1. UntaggedMessages

Under some circumstances, an SPP will send orveecatagged message&intagged messages (see Sec-
tion 4.1.3) are messages which do not cont&iomelation Idparameter

4.1.5.1.1. SPRending untagged messages

An SPP sends untagged messages to a peer SPPverhifilgemessage is being sent for an Application
Sener for the Erst timeAll divertable messages whichuealeen transmitted for the Erst tiMEIST NOT be
sent tagged.
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Local copies of untagged messageasiting acknavledgement orxgiry are labelled with th&®outing Con-
text (Interface IdentiCEgfor the Application Seer to which thg were sent, the tr@c «ov id of the SPP to
which they were sent, and th€orrelation Numbeiof the messageThe Correlation Numbewmith which a mes-
sage is labelleMUST be the ngt sequentialCorrelation Numbefor the AS and tr&Ec «ov. These labels can
be used later to tag a message that is ethftr dizersion.

4.1.5.1.2. SPReceiving untagged messages

When an SPP recess an untagged message, it associates with the messagexthgegeentialCorrelation
Numberfor the Routing Contet (Interface IdentiCEeeand trafEc eav id for which the messageas recaied.
Untagged messages are rgegiin order andMAY be processed when reeed. TheSPPSHOULD keep track
of theCorrelation Ids that hae been processed for the AS.

4.1.5.2. hgged Messages

Under some circumstances, an SPP will send orvedejged messagedagged messages (see Section
4.1.3) are messages which contaiDarelation Idparameter

4.1.5.2.1. SPRending tagged messages

An SPP sends tagged &t whener it sends traEc that is maekl for dversion. Thatis, whenger an SPP
sends diertable messages to an SPP other than the original SPP for which those messages were labelled, the ¢
MUST tag the message with ti@orrelation |d parameter that contains the labelled@afeav id (if required)
andCorrelation Number

In addition, when a ASP becomes aetior a Broadcast AS, an SGRUST tag the (Erst message in each
trafEc ~ov towads the ASP to alle the ASP to synchronize its entry into the Broadcast AS.

4.1.5.2.2. SPReceiing tagged messages

The handling of tagged messages is the mechanism thadgsdor the reduction of message loss, duplica-
tion and mis-sequencingAn SPP receing divertable messages containingarrelation IdparametefSHALL
perform the folleving actions:

(i)  The SPP determines (by implementation-dependent means <5>) whether the message has already be
processed for the AS.

(i) If the message has not already been processed for the AS, it is processed as normal.
(i) If the message has already been processed for the AS, it is discarded.

(iv) If, as a result of somaifure, the SPP cannot determine witly aartainly whether the tagged message
has been processddr the AS, or not, the SPRUST discard the message<6>.

4.1.5.3. HeartbeatMessages

Under some circumstances, an SPP will send orve&&AT messages with the intention of pushing the
messages on the stream on whichBEAT message is sent.

4.1.5.3.1. SPRending BEAI messages

An SPP sendBEAT messages whemg it witholds trafEc to or from an AS in preparation foredsion.
That is, wheneer an SPP withholds diertable messages, the SFRIST send éBEAT message with an implied
Application Serer or &plicit Routing Contet (Interface IdentiGEgplus theCorrelation Id parameter with the
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TrafCE Flow Idsfor a particularl stream, on each stream used by the AS for whi@Bdiafbeing dérted.

4.1.5.3.2. SPReceiving BEAT messages

The handling oBEAT messages is the mechanism thavig® for the reduction of message loss, duplication
and mis-sequencing duringvdision between aate PP An SPP receiing aBEAT message containing ar-e
plicit or implied Routing Contet (Interface ldenti®gland Correlation Id parameter on a stream other than
stream zero (0pHALL perform the folleving actions:

(i)  The SPP will wait until ary internal queue of messages for the Application &dndicated by th&out-
ing Contat (Interface IdentiCEgand the trafEc eavs indicated by th&orrelation Id parameter in the
BEAT message ha drained.

(i) If the SGP can determine the €& +avs in the SS7 netwrk which require changeback, the SARY

then initiate a changeback procedure [Q.704] to the SSbriebmd avait completion of the changeback
procedure.

(i) Onceinternal message queues for the Applicationeselnave drained (i.e. all messages for the indicated
Application Serer hare keen processed), andyachangeback procedure to the SS7 meknhas com-
pleted at an SGRhe SPP will respond with REAT ACK message which contains tReuting Contet
(Interface ldentiEpparameterthe Correlation Id parameter unchanged, and the opgaue information
contained in thédeatbeat Datgparameter of thBEAT message. (ThiBEAT ACK message may be sent
on ary stream.)

4.1.6. Diversion

When an SPP supportirf@ORID wishes to reroute tr&c from one SPP or AS to anatliteperforms a di-
version.

4.1.6.1. SPRliverting trafEc from a failed, deactvated or overridden peer SPP

When dverting trafEc due to aifled, deactiated or werridden peer SPRhe dierting SPP will be in one of
the following situations:

()  noalternate SPPxésts,
(i) analternate SPPxésts in the same AS or SG,
(i) an alternate SPPxésts in a diferent AS or SG.
4.1.6.1.1. Altenate SPP in same AS or SG, or No Alteate SPP

When an SPP dérts AS trafEc way from a filed, deactiated or overridden peer SPP to an alternate peer
SPP in the same AS or SG, the SSHALL perform the folleving actions:

()  TheSPP tags (see Section 4.1.3) each untagged message thaed foadversion.

(i) If an alternate SPP ivalable (active for the AS), the SPP sends the messagesetiddt diertion to
the alternate SPP

(i) If no alternate SPPxists (the AS is AS-PENDING), the SPRfters the markd messages in aiffer
used for bffering messages while the AS is in the AS-PENDING state.
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(iv)

The SPP then dierts AS trafEc, bginning with trafEc withheld for the AS, to the alternate SPP or AS-
PENDING huffer.

This procedure corresponds to the Sequenced Cheargeocedure used by the SS7 MTP [Q.704].

4.1.6.1.2. Altenate SPP in diffeent AS or SG

When an SPP dirts AS trafEc way from a filed or deactiated peer SPP to an alternate peer SPP in a dif-
ferent AS or SG, the SPFHALL perform the follaving actions:

(i)

(ii)

(iii)
(iv)

The SPP starts timer T(d#rt) and continuesudfering AS trafEc until the timexpires.

When T(divert) expires, and thediled or deactiated SPP has not reawed, the SPP continues with the
following actions:

The SPP discards all tagged messages and messagesirfariiversion.

TheSPP starts AS tré@c, bginning with the contents of thevdision huffer, to the alternate SRPE7>

This procedure corresponds to thm&-Controlled Change®r procedure used by the SS7 MTP [Q.704].

4.1.6.2. SPRliverting trafEc from an actve peer SPP

When an SPP wishes tovdit AS traflEc way from an actie peer SPPthe SPRPSHALL perform the follov-
ing actions:

(i)
(ii)

(iii)
(iv)

(v)

(vi)

The SPP witholds anduffers AS tra€Ec for the SPP from which the @&af is being dérted.

The SPP sends BEAT message with the associafeduting Contet (Interface Identi@Eeand theTrafGe

Flow Ids being dverted in theCorrelation Id parameterplus a unique identiCEer<8> in tHeartbeat
Data parameter on each SCTP stream on which thé&taieing withheld forwadirsion was preiously

sent. TheCorrelation IdparameteSHOULD only contain thélraf@ Flow Idsthat correspond to tr@c
*ows on the SCTP stream upon which the particBBAT message is sentf the Application Sergr is

not implied by the SCTP association, BIEAT message must also contain Beuting Contet (Interface
IdentiCEgrcoresponding to the Application Serv

The SPP starts a timer T(restore).

If the SPP receés the BEAT ACK message(s) for the concerned Application 8ethat contain the
unique identiCEer(s) in thieartbeat Datgparameter before timer T(restorepees, the SPP dérts the
trafEc, bginning with the withheld tréEc, to the tget SPP and cancels the T(restore) timer

If the timer T(restore)xpires, the dierting SPP dierts trafEc, bginning with the withheld tr&Ec, to the
target SPP

If an SPP recees aBEAT ACK message(s) for the concerned Application 8epontaining a unique
identiCEer for which the timer T(restore) has alreadiyed, the SPP ignores the message.

The purpose of thiBEAT procedure is towmid mis-sequencing by ensuring that all messages sent for the AS
to the old SPP h& been processed before messages are sent towh8R# This avoids races between (and
possible mis-sequencing of) messages sent on the old SPP and messages senw @Phe ne
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This procedure corresponds to the Changeback procedure used by the SS7 MTP [Q.704].
4.2. ASPManagement Pocedures
CORIDextends the ASP Management procedures of the With the follaving procedures:
4.2.1. ASPDown Procedures
CORIDextends the ASP Dmn procedures of theAs as follavs:
4.2.1.1. SPRletecting loss of SCTP association
When an SPP reasis an SCTP COMMUNICATION LOST or RESART indication and there are Applica-
tion Seners actie for the association, the SEIMALL perform the folleving actions with rgard to actve AS
trafCEc for the association:
(i)  TheSPP witholds AS tr&Ec for the peer SPP in watsion huffer.
(i)  The SPP marks for gersion all local copies of AS messages already sent to the peer SPP
(i) The SPP thersHALL perform the actions described in Section 4.1.6.1.

4.2.1.2. ASPsending ASPDN

An ASPMUST NOT send arASPDNmessage until it has completed the ASP Inadifocedures with the
intended SGP forvery AS.

4.2.1.3. SGPRor IPSP receving ASPDN

An SGP or IPSRupon rrecaiing anASPDNmessage from an ASPEAIVE ASP MUST perform the ASP
Inactive Rocedures with igerd to CORID (see Section 4.2.2.2) fovery AS for which the ASP is ASP-@TIVE
and then complete th&SPDNprocedures.

4.2.1.4. ASReceiving ASPDN ACK
An SGP or IPSRupon recering an unsolicitedASPDN ALK message from an aeti SGP MUST perform
the ASP Inactie Rocedures with igard to CORID(see Section 4.2.2.3) fovery AS for which the ASP is ASP-
ACTIVE and then complete theSPDN ALK procedures.
4.2.2. ASPInactive Procedures
CORIDextends the ASP Inaet procedures of the Ak as follavs:
4.2.2.1. ASPsending ASPIA

When an ASP wishes to deaete an Application Serr with an SGRthe ASPSHALL perform the follv-
ing actions for traEc pertaining to the AS:

()  The ASP withholds sending AS ti@&c to the SGP or IPSP

(i)  The ASP stops processing AS t@&E reaged from the SGP or IPSRAny messages reoaid for the Ap-
plication Serer after the last processed mesddgey be discarded.
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(i) The ASP starts a T(slert) timer.
(iv) TheASPSHALL perform the applicable AJASP Inactre Rocedures<9>.
4.2.2.2. SGReceving ASPIA or sending ASPIA ACK
An SGP receiing anASPIAmessage for an AS, or wishing to send an unsoliéi®BIA AK to deactiate
%nrrﬁf(,j:SHALL perform the follaving actions for the tr@Ec pertaining to each AS for which deatitin is per

(i)  The SGP withholds sending AS tf&fc to the ASP

(i) The SGP stops processing AS tiaf receed from the ASP Any messages reogid for the AS at the
SGP after receing theASPIAmessag®MUST be discarded.

(i) The SGP marks for d@ersion all local copies of AS messages sent to the ASP

(iv) TheSGP therSHALL perform the actions described in Section 4.1.6.1.

(v) TheASPSHALL perform the applicable JASP Inactre Rocedures<9>.

4.2.2.3. ASReceving ASPIA ACK
Upon recearing anASPIA ALK message the ASBHALL perform the folleving actions for the tréEc per

taining to the AS identiCEed by tReuting Contet (Interface Identi®Eem the recared ASPIA ACK message or
implied by the SCTP association on which &&#PIA ACK message @as recaied:

()  TheT(divert) timer is cancelled (if running).

(i)  The ASP marks for diersion aty local copies of AS messages sent to the.SGP

(i) The ASP therSHALL perform the actions described in Section 4.1.6.1.

(iv) TheASPSHALL perform the applicable AJASP Inactre Rocedures<9>.

4.2.2.4. T(dvert) timer expiry

If the T(divert) timer epires before receing anASPIA AK for the AS, the ASFESHALL perform the ac-
tions described in Section 4.2.2.3.

4.2.3. ASPActive Procedures
CORIDextends the ASP Acte procedures of the Ak as follavs:
4.2.3.1. ASRsending ASIAC

When an ASP wishes to agie an Application Serr for an SGPthe ASPSHALL perform the follaving
actions for trafEc pertaining to the AS:

()  The ASP determines th€orrelation Numbeirof the last message sent to this SGP for the AS for each
trafCEc eov.
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(i) If the ASP has not sent a message to the SGP for tectsaf, the Correlation Numbeeero (0) is used.

(i) If the ASP has sent messages to the SGP for tl@dredv, but cannot determine theorrelation Num-
ber of the last message sent due to loadlfe, theCorrelation Numbeeero (0) is used.

(iv) TheASP includes th&orrelation Numbe(s) determined alve in the Correlation Id parameter in the
ASRAC message used to aatithe AS. (See Section 3.1.1.)

(v) TheASPSHALL perform the applicable AASP Active Rocedures<10>.

4.2.3.2. SGReceving ASPAC

When an SGP recgis an ASFAC message for an Application Serythe SGPSHALL perform the follev-
ing actions with rgard to trafEc for the AS:

(i)  The SGP sets th€orrelation Numbeof the net receved message from the ASP for each @&f «ov to
the value, contained in th€orrelation Idparameter in thASRAC AK message, plus one (1).

(i)  The SGP determines theorrelation Numbebf the last message sent to this ASP for eactErafv.
(i) If the SGP has not sent a message to the ASP foacsak, the Correlation Numbeeero (0) is used.

(iv) If the SGP has sent messages to the ASP for@&dredv, but cannot determine th@orrelation Number
of the last message sent due to loadlife, theCorrelation Numbeeero (0) is used.

(v) The SGP includes th€orrelation Numbe(s) determined alve in the Correlation Id parameter in the
ASRAC AKK message used to ackmledge actiation of the AS. (See Section 3.1.1.)

(vi) The SGPSHALL perform the applicable AJASP Actve Rocedures<10>, including the sendingAS-
PIA ACK.

(vii) The SGP therSHALL perform the actions described in Section 4.1.6.2.
4.2.3.3. ASReceiving ASPAC ACK

When an ASP receis an expectedASRAC AK message for an Application Servthe ASPSHALL per
form the folloving actions with rgard to AS tra€Ec:

(i)  TheASP sets th€orrelation Numbenof the net receved message from the SGP for each@afeov to
the value, contained in th€orrelation Idparameter in thASRAC AK message, plus one (1).

(i)  The ASPSHALL perform the applicable AASP Active Rocedures<10>.
(i) The ASP therSHALL perform the actions described in Section 4.1.6.2.
If an ASP receaies an unexpectedASFAC AKK (i.e, one for which no ASRC was sent and the ASP is al-

ready in the ASP-BTIVE state for the AS), then the ASTHALL ignore the message for the purposes of
CORID. The ASPSHALL , howeve, perform the applicable NASP Actve Rocedures<10>.

4.3. Interworking Procedures

Because th&€ORID procedures praded here rely upon close synchronizationCafrrelation Numbeibe-
tween SPRf one of the SPP does not support the&RID procedures, neither SPP is able tetatvantage of
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the full beneEts of the procedurgbe SPP supportinGORID MAY fall back to the interwrking procedures
provided in this section, or to procedures based on the original@@iiD) UA procedures.

A peer SPP that does not support@@RID procedures can either be identi®ed by local conCEguratien infor
mation, the ASP Extenstions [ASPEXT] procedure, or at ASPvéitin time. The lack of support foEORID
can be determined at ASP Actiion time when the peer SPP does not plaG@oaelation Id parameter (as it
MUST if both peers suppo@ORID) in the ASRAC (ACK) message.

When intervorking to an SPP that does not sup@@RID, the SPP supportingORID SHALL perform all
of the procedures as though the peer SPP suppo@&ID with the following exceptions:

() The SPPMUST NOT send messages matkfor diversion and tagged to the peer SPP not supporting
CORID. All such messagddAY be discarded.

(i)  Whendiverting tralEc between aifed, deactiated or averriden peer SPP and an alternate peer SPP not
supportingCORID, the actions described in Section 4.1.6]@ST always be used instead of the pro-
cedures in Section 4.1.6.1.kcept when there is no alternate SPP

(i)  When diverting trafEc from an agt peer SPP not supportifgORID, the actions described in Section
4.1.6.2SHALL be folloved with the gception of Section 4.1.6.2(ii),\) and (vi), whichMUST NOT
be performed.

(iv) TheSPPMUST NOT place aCorrelation Id parameter in thASRAC or ASFAC ACK. So, the actions
described in Sections 4.2.3.1(iyi4.2.3.2(i)-(v) and 4.2.3.3(i)-(ii) do not apply

(v) The SPPMUST NOT place aRouting Contet (Interface Identi®Epparamete rin thaBEAT or BEAT
ACK. So, the actions described in Sections 4.1.6.2(ii), &nd (vi) do not apply
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Notes Dr 84

<1> Thatis, theTrafG€ Flow Id will be assigned by the SPfndingthe messageTraf(é Flow lds
are only used to determine whether messages belong to the sdkwwaftherefore, thdraf-
(Ec Flow laheed only uniquely identify a ti@c +ov within an Application Serer at the sending
SPP

<2> |IMPLEMENT ATION NOTE:- A simple way to assign tha@raf(é Flow Id when performing
Load Selection [LADSEL] is to simply assign the samalue to theTraf(€ Flow Id as is as-
signed to thé.oad Selectar

<3> |IMPLEMENT ATION NOTE:- A simple way to assign tha@raf(é Flow Id when performing
Load Grouping [L@DGRP] is to simply assign the samalue to theTraf(€ Flow Id as is as-
signed to thé.oad Selectoor Load Goup ldentiEer

<4> |IMPLEMENT ATION NOTE:- A simple way to meet the requirements foedping local
copies of messages is tedp a local copof all messages sent to an SPP suppor@@RIDun-
til a Erd huffer allocation is xceeded, or until the local cppifetime expires. T(lifetime)and
buffer capacity can then be adjusted to ensure that local copies of messages are not discarded too
early resulting in message loss during-bver.

<56> |IMPLEMENT ATION NOTE:- Determining which messagesvieadready been processed for
the AS may require some ASP-to-ASP or SGP-to-SGP synchronization that is outside the scope
of the LA documents [M24\], [M3UA], [SUA], [ISUA], [TUA] and also outside the scope of
this document.
If the receved traftEc *ov id matches that of the SPP on which the messaig recaied, this
might be a simple matter of comparing the correlation number of the messag€trtiation
Numberof the last message processed for the ApplicationeBerv

<6> IMPLEMENT ATION NOTE:- The reason for discarding tagged messages at theaefmmi
which it cannot be determined withyacertainty whether the messagasyrocessed for the AS
or not is because, for SS7, message loss is preferrable to message duplication [Q.706].

<7> IMPLEMENT ATION NOTE:- When restarting tr@Ec with the contents of thevatsion
buffer, it might be necessary to reassigouting Contet (Interface IdentiEgvalues within the
messages if thRouting Contet (Interface Identi®Egvalues were assigned befongffering, and
if the Routing Contet (Interface IdentiCEgvalues associated with the AS & for the alternate
SPP are dieérent than th&kouting Contet (Interface Identi@Egvalues associated with the same
AS trafEc for thediled SPP

<8> IMPLEMENT ATION NOTE:- Although the unique identiCEer placed inHeartbeat Datds
implementation dependent, a useful identiGEeidvbe the tuple formed by tiiRouting Contet
(Interface Identi®&grCorrelation Id corresponding to the last message(s) sent to the SPP from
which the included tr&Ec «ovs are to be derted.

<9>  For the "ASP Inactie Focedures", see Section 4.3.4.4 of the speci@®&dodument [M2W4],
[M3UA], [SUA], [ISUA], [TUA].

<10> For the "ASP Actre Rocedures", see Section 4.3.4.3 of the speci@Edddument [M2W4],
[M3UA], [SUA], [ISUA], [TUA].
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5. Examples
5.1. ExampleConCEguration
5.2. Initialization

Figure 5illustrates the initialization sequence that is used for all ofstamples .

SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1

: Establish Association
ASPUP
ASPUP ACK

{

!

5

Establish Association : -
ASPUP :
ASPUP ACK

N B

.

Establish Association
ASPUP
ASPUP ACK

T

L

Establish Association
ASPUP
ASPUP ACK

AT

X

(Same message exchange for SGP2)

Figure 5 Initialization for Examples

The sequence ovents in the gmaple illustrated ifrigure 5is as follavs:

(1) ASPlestablishes an SCTP association to SGP1 and serdSW@Pmessage. SGPEsponds with an
ASPUP LK.

(2) ASP2establishes an SCTP association to SGP1 and serdSW@Pmessage. SGPEsponds with an
ASPUP LK.

(3) ASP3establishes an SCTP association to SGP1 and sendiSWAmessage. SGPesponds with an
ASPUP £K.

(4) ASP4establishes an SCTP association to SGP1 and sendiSWAmessage. SGPesponds with an
ASPUP £K.

(5) ASPlestablishes an SCTP association to SGP2 and sendiSWiAmessage. SGP2sponds with an
ASPUP LK. ASP2 establishes an SCTP association to SGP2 and seAdJ&message. SGP2-
sponds with aSPUP LK. ASP3 establishes an SCTP association to SGP2 and seAG&JBRmes-

sage. SGP2esponds with al\SPUP LK. ASP4 establishes an SCTP association to SGP2 and sends
anASUPmessage. SGR2sponds with aASPUP A£K.

5.3. Starting Tr afEc

These arexamples of starting tré@c.
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5.3.1. Initial Startup

Figure 6illustrates anxample of an ASP joining a Loadshare Application 8erv

SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1
(1) :<----:--ASPAC (0% ) E—— .

(2) :-------ASPAC ACK (RC1)----------- >

@ EEUN-T NN (o ) N—— :

) : :-ASPAC ACK (RC1)----mennu- >:

. <=DATA

6) : --NTFY (RC1,AS-ACTIVE)------ >:
: : —NTFY (RC1,AS-ACTIVE)------- e
: -NTFY (RC1,AS-ACTIVE)------- o>
: -NTFY (RC1,AS-ACTIVE)------- ool

. ==DATA >:

Figure 6. Example - Initial Startup

The sequence ovents in the gmaple illustrated ifrigure 6is as follavs:

(1)

(2)

Test.

3)
(4)
(5)
(6)

ASP1sends an ASRC message to SGP1 contining tReuting Contet (Interface ldenti®Egecorrespond-
ing to AS1 (RC1 or IID1).Because ASP1 hasvee sent trafEc to SGP1 for AS1, the initialue of all
Correlation Numbes for each trafEc «ov activated is zero (0) and th€orrelation Idparameter need not
be included in thASPAC message. (Segection 4.2.3.1.)

SGP1sends an ASRC ACK message to SGP1 in responsBecause SGP1 hasvee send trafEc to
ASP1 for AS1, the initial @lue of allCorrleation Numbes for each trafEc «av activated is zero (0) and
the Corredlation Idparameter need not be included in #&AC message. (Segection 4.2.3.2.)
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(7)
5.3.2. Dbining a Broadcast

Figure 7illustrates anxample of an ASP joining a Broadcast Application 8erv
SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1
(1) :<—-—:-Establish Association-——-->: I '
- :-ASPUP ACK---------m-mmme- '->:
2) :<;---:-Est.ablish Association------- > .
- :-ASPUP ACK---------m-mnmem '--:--.->:
3) :<;---:-Est.ablish Association------- :----:--.->:
------ASPUP ACK----------------- ->
4) :<;---:-Est.ablish Association------- :----:--.--:--->:
------ASPUP ACK----------------- '--:--.--:--.--:—-'—>:

(Same message exchange for SGP2) :

Figure 7. Example - Joining a Broadcast AS

The sequence ovents in the gmaple illustrated ifrigure 7is as follavs:
1)
2
3
4)
5)
(6)
(7)
5.4. Rail-Over, Deactivation and Blocking
These arexamples of &il-over, deactvation and blocking.
5.4.1. AssociatiorRecovery - Loadshar e

Figure 8illustrates anxample of SCTP association reegy in a Loadshare Application Senv
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------ASPUP ACK----------------- >
(2) :<—-—:-Establish
------ASPUP ACK-------------mo--- :--.->:
(3) :<—-—:-Establish
------ASPUP ACK-------------mo--- :--.--:--.->:
(4) :<—-—:-Establish
------ASPUP ACK-------------momo- :--.--:--.--:—-'—>:

(Same message exchange for SGP2) :

Figure 8 Example - Association Rea@ry

The sequence ovents in the gmaple illustrated ifrigure 8is as follavs:
1)
2
3
4)
5)
(6)
(7)
5.4.2. Assocatiorfrailur e - Override

Figure 9illustrates anxample of SCTP associatioailure in an Oerride Application Sermr.
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SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1
(1) :<—-—:-Establish ASSOCIation-—---->: '
------ASPUP ACK----------------- '->:
2) :<;---:-Est.ablish Association------- > .
------ASPUP ACK----------------- '--:--.->:
3) :<;---:-Est.ablish Association------- :----:--.->:
------ASPUP ACK----------------- ->
4) :<;---:-Est.ablish Association------- :----:--.--:--->:
------ASPUP ACK----------------- '--:--.--:--.--:—-'—>:

(Same message exchange for SGP2) :

Figure 9 Example - Assocation &ilure

The sequence ovents in the gmaple illustrated ifrigure 9is as follavs:
1)
2
3
4)
5)
(6)
(7)
5.4.3. Deactration - Loadshare
This is an rample of deactition of an ASP in a Loadshare Application Sarv
5.4.4. ManagemenBlocking - Ov erride

Figure 10 illustrates anxample of management blocking of an SGP in aar@de Application Semr.
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SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1
(1) :<—-—:-Establish ASSOCIation-—---->: I '
------ASPUP ACK----------------- '->:
2) :<;---:-Est.ablish Association------- > .
------ASPUP ACK----------------- '--:--.->:
3) :<;---:-Est.ablish Association------- :----:--.->:
------ASPUP ACK----------------- ->
4) :<;---:-Est.ablish Association------- :----:--.--:--->:
------ASPUP ACK----------------- '--:--.--:--.--:—-'—>:

(Same message exchange for SGP2) :

Figure 10. Example - Deactration

The sequence oents in the gmaple illustrated ifrigure 10 is as follavs:
1)
2
3
4)
5)
(6)
(7)
5.5. Recoery
These arexamples of receery.
5.5.1. AssociatiorRecovery - Loadshar e

Figure 11 illustrates anxaample of the reagry of an ASP in a Loadshare Application Sarv
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SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1

(1) :<----:-Establish Association------ >
<ol ASPUP--e e D
------ASPUP ACK----------------- >

(2) :<----:-Establish Association-------:--- >
<ol ASPUP--e e e
------ASPUP ACK-------------mo--- >

(3) :<----:-Establish Association-------1----1--- >
<ol ASPUP--e e
------ASPUP ACK-------------mo--- Immmlem3

(4) :<----:-Establish Association-----------1----1--- >
<ol ASPUP--m oo
------ASPUP ACK-------------momo- Immmn el

(Same message exchange for SGP2) :

Figure 11. Example - Association Rea@ry

The sequence oents in the gmaple illustrated ifrigure 11 is as follavs:
1)
)
®3)
(4)
(5)
(6)
(7)
5.5.2. AS-nding Recoery

Figure 12 illustrates anxample of the reagry of an ASP for an AS in the AS-PENDING state.
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SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1
(1) :<—-—:-Establish ASSOCIation-—---->: I '
------ASPUP ACK----------------- '->:
2) :<;---:-Est.ablish Association------- > .
------ASPUP ACK----------------- '--:--.->:
3) :<;---:-Est.ablish Association------- :----:--.->:
------ASPUP ACK----------------- ->
4) :<;---:-Est.ablish Association------- :----:--.--:--->:
------ASPUP ACK----------------- '--:--.--:--.--:—-'—>:

(Same message exchange for SGP2) :

Figure 12. Example - AS-PENDING Reoaery

The sequence oents in the gmaple illustrated ifrigure 12 is as follavs:
1)
2
3
4)
5)
(6)
(7)
5.6. Interworking

These arexamples of interwrking between nodes not supporti@@RID with nodes supportinGORID.
5.6.1. ASPdoes not Support CORID

Figure 13 illustrates anxample where the ASP does not sup@dRID, but the SGP does.
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SGP1 SGP2 ASP1 ASP2 ASP3 ASP4 AS1

(1) :<—-—:-Establish ASSOCIation-—---->:

------ASPUP ACK----------------- '->:
2) :<;---:-Est.ablish Association------- > .

------ASPUP ACK----------------- '--:--.->:
3) :<;---:-Est.ablish Association------- :----:--.->:

------ASPUP ACK----------------- ->
4) :<;---:-Est.ablish Association------- :----:--.--:--->:

------ASPUP ACK----------------- '--:--.--:--.--:—-'—>:

(Same message exchange for SGP2) :

Figure 13. Example - Intervorking

The sequence ofvents in the gmaple illustrated irfrigure 13 is as follavs:

1)
(2)
3)
(4)
(5)
(6)
(7)
. Security

CORID does not introduce gmew scurity risks or considerations that are not already inherent inAhe U
[M2UA], [M3UA], [SUA], [ISUA], [TUA] Please see the SIGTRAN Secuirty document [SIGSEC] for security
considerations and recommendations that are applicable to each of Afsese U
. IANA Considerations

CORID redeEnes the format of t@errelation Id parameter for M2, M3UA, SUA and TUA. CORID
also rediEnes tHW&PAC and ASPAC ACK messages to include tiorrelation Id parameter as a mandatory pa-
rameter of those messages.

. Timers

Folowing are theRECOMMENDED timer \alues:
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T(divert) 0.5-2seconds
T(restore) 0.5-3econds

T(lifetime)  implementatiomependent
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