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Abstract

This memo describalegistration Extensions (REGEXT) that pravides the ability for an Application Seaw
Process (ASP) to modifyisting Routing (Link) Keys with a Signalling Gateay (SG).

Current procedures in the SS7 Signalling User Adaptation Lay&s) (M2UA], [M3UA], [SUA], [ISUA],
[TUA] do not pravide for the modiCEcation Bbuting (Link) Keys without deactiation of the Application Seer
(AS). Thiscauses problems in making changeswe §/stems.

The tensions described in this memo permit modiCEcation of Signalling Link membership in Application
Seners for SS7 MTP2-User Adaptation Layer [ME))modiCEcation of Circuit IdentiCEcation Code (CIC) ranges
for the SS7 MTP3-User Adaptation Layer [MA]) modiCEcation of Circuit IdentiCEcation Code (CIC) ranges for
the SS7 ISUP-User Adaptation Layer [IB)) modiCEciation of Destination Local Reference (DLR) ranges for
SS7 SCCP-User Adaptation Layer & and modiCEcation ofrdnsaction ldentiCEer (TID) ranges for SS7
TCAP-User Adaptation Layer [TA].

Contents

A complete table of contents, list of illustrations and tables, and a change,tastdncluded at the end of
this document.
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1.

Intr oduction

1.1. Scope

This Internet-Draft preides parameters and proceduresxtemsion to the parameters and procedures of the
SS7 Signalling User Adaptation LayersA%) [M2UA], [M3UA], [SUA], [ISUA], [TUA], for the purpose of
supporting changed Routing (Link) Keysto be made inlie g/stems.

UA implementations witlREGEXT are intended to be compatible witlAWmplementations not supporting
this extension.

1.2. Abbreviations

AS SApplication Server.

ASP SApplication Server Process.

IANA Sinternet Assigned Numbers Authority
I-D Sinternet-Draft

IETF Sinternet Engineering &sk Force

IP Sinternet Protocol.

IPSP SIP Signalling Point.

CCP SSignalling Connection Control &rt.
TP SStream Control Tansmission Protocol.
G SSignalling Gateway.

SGP SSignalling Gatewvay Process.

SIGTRAN SIETF Signalling Transport WG

SPP SSignalling Peer Process.

Ss7 SSignalling System No. 7.

SUA SSS7 SCCP-User Adpatation Layer
TCAP ST ransaction Capabilities Applicatioraf.
TUA SSS7 TCAP-User Adaptation Layer
UA SUser Adaptation Layer

WG SW orking Group

1.3. Terminology

REGEXT adds the follaing terms to the terminology presented in theddcuments:
Registration Extension (REGEXT) - T he parameters and procedures described by this memo.
Signalling Peer Process (SPP) - r efers to an ASRSGP or IPSP

Signalling User Adaptation Layer (UA) - one or more of the Stream Contralafismission Protocol (SCTP)
[SCTP], [SCTPCRC], [SCTPIG] SS7 Signalling User Adaptation Layers [M2IM3UA], [SUA],
[ISUA], [TUA] supporting Rgistration.

1.4. Owerview

Existing reyistration management procedures do novigefor the alteration dRouting (Link) Keys on live
systems. Thisan lead to signiCEcant operationdEditlties in lge scale deplonents. Thisnemo preides &-
tension procedures that permit this modiCEcation.

1.4.1. Limitations of Existing Registration Management

Each of the SS7 Ak [M2UA], [M3UA], [SUA], [ISUA], [TUA] provides procedures for gestration and
deragistration ofRRouting (Link) Keys. None of these procedures currently ypdes for alteration oRouting
(Link) Keys for a Application Serer (AS) in the actie date.
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1.4.1.1. Limitationsof Registration for M2UA

In SS7 MTP2-User Adaptation Layer [M2registration of aLink Key associates a signalling link with an
Interface ldentifier (11D). Howeve, regstration does not pxide a mechanism for associating groupdnoér-
face Identifiers together into Application Seevs (AS), nor does it pvide a mechanism for altering the member
ship of signalling links associated with an Application 8erv

1.4.1.2. Limitationsof Registration for M3UA

The SS7 MTP3-User Adaptation Layer [MBUregistration of aRouting Key associates a range of (af
with an Application Semr through &outing Context. Howevae, it does not preide procedures for changing the
range of trafEc associated with an Application ermndRouting Context without deactiating the Application
Sener and demgistering theRouting Key. This can cause dEculties when M3AJis wsed in support of ISUP
MTP3-Users where normal circuit managemexeets to add and rem® eciCEc circuits or ranges of circuits
(circuit groups) to and from Application Serg.<1>

1.4.1.3. Limitationsof Registration for ISUA

The SS7 ISUP-User Adaptation Layer [ISltegistration of aRouting Key associates a range of ta¢ with
an Application Serr through aRouting Context. Howeve, it does not preide procedures for changing the
range of trafEc associated with an Application er@ndRouting Context without deactiating the Application
Sener and demgistering theRouting Key. This can cause diEculties where normal circuit managemapeets
to add and reme PeciCEc circuits or ranges of circuits (circuit groups) to and from ApplicatioarSe2>

1.4.1.4. Limitationsof Registration for SUA

The SS7 SCCP-User Adaptation Layer f§Wegistration of aRouting Key associates a range of tat with
an Application Serer through a&Routing Context and the Address Mapping FunctioRlowever, it does not pro-
vide procedures for changing the range of(afassociated with an Application erandRouting Context
without deactrating the Application Seler and demgistering theRouting Key. This can cause diculties when
SUA is wsed in the connection-orientedveéonment and the ASP wishes to dynamically assign connections to
Application Serers.<2>

1.4.1.5. Limitationsof Registration for TUA

The SS7 TCAP-User Adaptation Layer [Alregistration of aRouting Key associates a range of t#a¢ wtih
an Application Serer through aRouting Context and the Tansaction Mapping Functior-However, it does not
provide procedures for changing the range ofEafassociated with an Application $ermndRouting Context
without deactrating the Application Seer and dergistering theRouting Key. This can cause dEculties when
TUA is uised in operation class 1, 2 and 3 (dialogues) and the ASP wishes to dynamically assign dialogues to A
plication Serers.

1.4.2. RegistrationExtension

This memo preides atensions for the B regstration and deggistration procedures which addresses these
limitations in the gisting proceduresREGEXT provides support for altering arxisting Routing (Link) Key for
an actve Application Serer.

1.4.2.1. RegistratiorExtensions br M2UA

The purpose oREGEXT for M2UA [M2UA] is to support the Dynamic Allocation of Signalling Data Links
and Signalling €rminals [Q.704], and, in particujdhe ability to associate aweSignalling Link as specitEed by
the combination of Signalling Data Link IdentiCEer (SDLI) and Signalling Cataifal IdentiCer (SDTI), with
an «isting Application Serer. This permits MTP Leel 3 to perform the L&el 1 Connect and L=l 1 Discon-
nect primitves, as well as associating aan&ignalling Terminal with an risting Signalling Data Link for the
Dynamic Allocation of Signalling @rminals.

B. Bidulock Version 0.4 Page 3



Inter net Draft

SG

UA REGEXT

SDLO

SDTO

1IDO

ASP

SDT1

SDL2

SDT2

IID1

ASO

/

SDL3

SDT3

AS1
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For example, an ASP is ASP@VTIVE for a given Application Serer and signalling data link and terminal
wishes to replace the Signalling Data Link associated with a Signalling Link (under MEP3L&).704] con-
trol). TheASP wishes to replace the Signalling Data Link (SDL1) with the Signalling Data Link (SDLO) for the
Signalling Link represented by AS0/1IDO as illustratedFigure A.

REGEXT permits the ASP to perform this switch using REEG REQ message with thinterface Identifier
IIDO placed in the message along with khek Key SDTO/SDLO. Examples are praded in Section 6.

1.4.2.2. RegistratiorExtensions br M3UA

The purpose oREGEXT for M3UA [M3UA] is to support the modiCEcation of @af to and from an adi
Application Serer for operations, maintenance, administration andigioming. In particular this allaws an
MTP-User Rirt (Sl walue), Signalling Point Code or perhaps a Circuit IdentiCEcation Code (CIC) range to be

added or remeed from an e&isting Routing Key associated with an aeé Application Serer.

signalling
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Figure B. Example (B) - M3l ConCEguration

For example, an ISUP Application Sewwishes to add metrunk group(s) to a me Signalling Point Code
(i.,e. MGC). The AS is currently mgistered aginst aRouting Key which includes seeral remote point codesub
does not include the remote point code of the switch to which the trunk group(s) are to be added (as illustrated

Figure B).
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REGEXT permits the Application Seev to pravision the na trunk group(s) by adding the weemote point
code to thdrouting Key with the REG REQ message.

1.4.2.3. RegistratiorExtensions br ISUA

The purpose oREGEXT for ISUA [ISUA] is to support the modiCEcation of @af to and from an aaiAp-
plication Serer for operations, maintenance, administration andigioming. Inparticular this allas perhaps a
Circuit IdentiCEcation Code (CIC) range to be added orveghilom an aisting Routing Key associated with an
active Application Serer.

STP MGC

signalling association

SP1 % SG ASP
/

circuits

circuits

circuits

Figure C. Example (C) - ISB ConCEguration

For example, an ISUP Application Sexswvwishes to add metrunk group(s) to a ne Signalling Point Code
(i.,e. MGC). The AS is currently miistered aginst aRouting Key which includes seeral remote point codesub
does not include the remote point code of the switch to which the trunk group(s) are to be added (as illustrated
Figure C).

REGEXT permits the Application Seev to pravision the ne trunk group(s) by adding the weemote point
code to thdrouting Key with theREG REQ message.

1.4.2.4. RegistrationExtensions br SUA

The purpose oREGEXT for SUA [SUA] is to associate a mdy formed connection with an Application
Sener that is responsible for the connectiofilmost all connection-oriented intede models (STREAMS,
Soclets) rely on the concept of a listening stream or etpekd an independent accepting stream oretock
REGEXT permits an accepted connection to be established on an Applicatiaar ®&igh is independent from
the Application Serer upon which the connection requestsweceied.
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Figure D. Example (D) - S8 ConEguration

For example, as illustrated iffigure D, one Application Serer (ASO) is conEgured withRauting Key
which does not contaiBestination Reference Number for SSN=5. Another Application Semr (AS1) processes
some connections for SSN=5 and AS2 processes other connedtibes. a CORE is reamsd by ASO, and be-
fore sending a CAK, the ASP would like 1o assign the connection to one of AS1 or AS2 for further communica-
tion associated with the wy arrived connection.

REGEXT permits ASO to modifyjRouting Key RK1 by sending &EG REQ message that includé®uting
Context RC1 and the addition&estination Reference Number that is assigned to the connection, permitting the
SCCP implementation to follothe Netvork Provider Interfice [NPI].

REGEXT also permits ASO to modify theouting Key on another Signalling Gatey with the completedil-
over support of the Application Seev, avoiding matry of the problems associated wiiiRN Label approach.

1.4.2.5. RegistratiorExtensions br TUA

The purpose oREGEXT for TUA [TUA] is to associate a mdy formed dialogue or transaction with an Ap-
plication Serer that is responsible for the dialogue or transactidmost all connection-oriented intexde mod-
els (STREAMS, Soakts) rely on the concept of a listening stream oretoakd an independent accepting stream
or soclet. REGEXT permits an accepted dialogue or transaction to be established on an Applicaten Serv
which is independent from the Application Sarupon which the dialogue or transaction initiaticasweceied.

sG ASP
RK2 | RC2 AS2
RK1 | Ra1 AS1
connections RKO RCO ASO

Figure E. Example (E) - T ConEguration

For example, as illustrated iRigure E, one Application Serer (AS0) is conEgured withRauting Key which
does not contaiflerminating Transaction Id for a given Application Context. Another Application Seer (AS1)
processes some dialogues and transactions for the ApplicatiorxCamte AS2 processes other dialogues and
transactions. Whea TBEG is recaied by ASO, and before sending a TCON, the ASRuld list to assign the
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transaction to one of AS1 or AS2 for further communication associated withviheareaved transaction.

REGEXT permits ASO to modify th&outing Key RK1 by sending &#EG REQ message that includ&sut-
ing Context RC1 and the additiondkrminating Transaction Id that is assigned to the transaction, permitting the
TCAP implementation to follw the Transport Praider Interfice [TPI], [XNS].

REGEXT also permits ASO to modify thHRouting Key on another Signalling Gatay with the completedil-
over support of the Application Seev, permitting SGs to be con@Egured as STP pairs in the SSitketw

1.5. Limitations

Although the methods for dynamic modiCEcatioRaniting Keys andLoad Selections presented in this docu-
ment is consistent with that pieusly discussed on the SIGTRAN WG, it has a number of limitatidis.
change &Routing Key or Load Selections requires that the entire wekey a selection be included in thREG
REQ message. Thisiay be especially incoanient if the resultindgRouting Key or Load Selection contains thou-
sands of elements (as it might for CIC Ranges @elMGC).

A method more amenable to this situatioowd be to use thREG REQ message to "add" elements to the
Routing Key or Load Selection and use th©EREG REQ to "delete" elements from tHouting Key or Load Se-
lection.

A third approach wuld be to deCEne dwew messages, such aRegistration Add (REG ADD) andRegis-
tration Delete (REG DEL), but share th&REG RSP message. Thist approach wuld probably be more con-
venient.

The second approach is proposed by this memo.

Notes Dr §1

<1> EDITOR'S NOTE:- Text was included in the M3Q) speciEcation [M3A] to permit this oper
ation, havever, detailed procedures and the addition of Rueiting Context parameter to the
Routing Key, and addition of the corresponding error codeswnissed.

<2> EDITOR'S NOTE:- Text was include in the SMspeciEcation [SA] to permit this operation,
however, detailed procedures and the addition of Rogiting Context parameter to th&outing
Key was missed.
In addition, this mechanism can pite superior support for multiple SGs acting as STPs, and
can replace th®RN Label and associated mechanismhe TID Label and associated mecha-
nism is inadequate and should be regeddrom the SW speciCEcation [SA].

2. Corventions

The key words MUSTS, WIUST NOTS, 'REQUIREDS, ™SHALL S, ™SHALL NOTS, ™SHOULDS,
TSHOULD NOTS, 'RECOMMENDED 8, WAYS, and BOPTIONALS in this document are to be interpreted
as described in [RFC2119].

3. Protocol Elements

The following subsections describe the parameters which are added or whose use is modiEextdoy this e
sion, their format and the messages in whicly the used.

3.1. Farameters

This memo permits the use of tReuting Context (Interface ldentifier) parameter within @&outing (Link)
Key parameter It also allavs the use of thRouting (Link) Key parameter within ®EREG REQ message. This
memo also de(Enes avriReference Number Range parameter for use in the BUSUA] Routing Key. In addi-
tion, this memo permits the use of ®murce Reference Number, Destination Reference Number andReference
Number Range parameters in the U SUA] Routing Key.
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3.1.1. RoutingKey Parameters
3.1.1.1. S Reference Number Range

REGEXT deEnes aweSUA [SUA] Reference Number Range parameter for use in theouting Key in the
REG REQ message. Thiparameter is used to associate a range of source or destination reference numbers wil

an Application Serer.

The Reference Number Range parameter is formatted as folle: <1>

0 1 2 3
01234567890123456789012345678901
B e o s it St I S S e
| T ag = 0x0119 | L ength |
o e e e e e e e o n o e e e e a e e o n +
\ \
/ R eference Number Parameter(s) /
\ \

e S L o o S ML LS S S T SR S S

The Reference Number Range parameter can contain the follmg Eelds:
Reference Number (Eeld:ariable (TLV parameters)

The Reference Number (Eeld can contain the follmg parameters:

Parameters
Source Reference Number Conditional *1
Destination Reference Number Conditional *1

Note 1: The Reference Number (Eeld must contain pairs $furce Reference Numbers or Destination Refer-
ence Numbers andMUST contain one and only one pair of addressag;MUST NOT mix Source
Reference Numbers with Destination Reference Numbersin the saméReference Number (Eeld.

3.1.2. Routing(Link) K ey

REGEXT extends thelink Key parameter of M2lW [M2UA] and theRouting Key parameters of M3A,
SUA, and TWA [M3UA], [SUA], [ISUA], [TUA].

3.1.2.1. M2WA Link Key

The M2UA [M2UA] Link Key parameter is formatted as folle:
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0 1 2 3
01234567890123456789012345678901
B e o s it St I S S e

T ag = 0x0309 | L ength |

L ocal-LK-Identifier |

+
t

I

I

\ \
/

\

K ey parameter(s) /

e S L o o S ML LS S S T SR S S

REGEXT extends the M2W4 Link Key parameter by adding the folling parameters to tHank Key:

Extension Sub-Rrameters
Interface Identifier Optional  *1

Note 1: Thelnterface Identifier parameter is optional in thenk Key. This parameter identiEes aistng Ap-
plication Serer for which theLink Key is to be alteredThe format of thdnterface Identifier consists
of a single intgerInterface ldentifier or a single tet Interface Identifier.

3.1.2.2. M3WA Routing Key

The M3UA [M3UA] Routing Key parameter is formatted as folle:

0 1 2 3
01234567890123456789012345678901
e e s e e S S i i e e =
T ag = 0x0207 | L ength |
+ +
L ocal-RK-Identifier [
+

K ey parameter(s) /

-~ 4 — 4+ —

T

The Routing Key parameter is used in thRREG REQ andDEREG REQ messages. It used to identify the
portion of trafEc for which an ASP isgistering or dergistering.

REGEXT extends the M3 [M3UA] Routing Key parameter by alleing the folloving parameters to be
used as optional sub-parameters withinRbeting Key:
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Extension Sub-Rarameters
Routing Context Optional  *1

Note 1: The Routing Context parameter is optional in tHeouting Key. This parameter identiCEes atistng
Application Serer for which theRouting Key is to be alteredThe format of thérouting Context con-
sists of a singl&outing Context value.

3.1.2.3. ISWA Routing Key

The ISWA [ISUA] Routing Key parameter is formatted as fole:

0 1 2 3
01234567890123456789012345678901
s e o o S S e 1
T ag = 0x0522 | L ength |
+ +
L ocal Routing Key Identifier |
+

K ey parameter(s) /

-~ 4 — 4+ —

T

REGEXT extends the ISW Routing Key [ISUA] by adding the follaving optionalKey parameters to the
Routing Key.

Extension Sub-Rirameters
Routing Context Optional  *1

Note 1: TheRouting Context parameter is included in thuting Key when the ASP wishes to alter atisting
Routing Key which corresponds to the indicat®buting Context. The Routing Context parameter
MUST only occur once in thKey parameters.

3.1.2.4. S Routing Key

The SWA [SUA] Routing Key parameter is formatted as folle:

0 1 2 3
01234567890123456789012345678901
s S T L aa o S T L L e o o S L
T ag = 0x010E | L ength |
+ +
L ocal Routing Key Identifier |
+

K ey parameter(s) /

—~ - 4+ — 4+ —
—

e
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REGEXT extends the SH Routing Key [SUA] by adding the follaving optionalKey parameters to theRout-
ing Key.

Extension Sub-Rarameters

Routing Context Optional  *1
Reference Number Range Optional  *2

Note 1: TheRouting Context parameter is included in tiRouting Key when the ASP wishes to alter ansting
Routing Key which corresponds to the indicat®&buting Context. The Routing Context parameter
MUST only occur once in thKey parameters.

Note 2: TheReference Number Range parameter is included in thouting Key when the ASP wishes to accept
or restrict connection oriented Bt within a Destination Local Reference (DLR) range for the Appli-
cation Serer being rgistered. Thdreference Number Range parameteSHOULD only occur once in
theKey parameters.

3.1.2.5. TWA Routing Key

The TUA [TUA] Routing Key parameter is formatted as folle:

0 1 2 3
01234567890123456789012345678901
e e A s e e S S
T ag = 0x041E | L ength |
+ +
L ocal Routing Key Identifier |
+

K ey parameter(s) /

-~ 4 — 4+ —

S

REGEXT extends the T Routing Key [TUA] by adding the follaving optionalKey parameters to theRout-
ing Key.

Extension Sub-Rirameters
Routing Context Optional  *1

Note 1: TheRouting Context parameter is included in thuting Key when the ASP wishes to alter atisting
Routing Key which corresponds to the indicat®buting Context. The Routing Context parameter
MUST only occur once in thKey parameters.

3.1.3. LoadSelection
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3.1.3.1. M2WA L oad Selection

The M2UA [M2UA] Load Selection parameter [LADSEL] is formatted as follws:

0 1 2 3
01234567890123456789012345678901
T S T e T S T i S S S S S S T

| Tag = 0x0019 | Length |

S S +
\ \
/ Load Key paraneter(s) /
\ \

T S T e T S T i S S S S S S T

REGEXT extends the M2 Load Selection [LOADSEL] parameter by adding the foling optionalLoad
Key parametersto theLoad Selection.

Extension Sub-Rarameters
Load Selector Optional  *1

Note 1: TheLoad Selector parameter is included in thead Selection when the ASP wishes to alter axist-
ing Load Selection which corresponds to the indicatedad Selector. The Load Selector parameter
MUST only occur once in theoad Selection parameter

3.1.3.2. M3W L oad Selection

The M3UA [M3UA] Load Selection parameter [L@ADSEL] is formatted as follws:

0 1 2 3
01234567890123456789012345678901
T T I T e S S S S S

| Tag = 0x0019 | Lengt h |
s s +
\ \
/ Load Key paraneter(s) /
\ \
e L i e e b e o R R e e R e

REGEXT extends the M3 Load Selection [LOADSEL] parameter by adding the folling optionallLoad
Key parameters to theLoad Selection.

Extension Sub-Rirameters
Load Selector Optional  *1

Note 1: TheLoad Selector parameter is included in thead Selection when the ASP wishes to alter axist-
ing Load Selection which corresponds to the indicatedad Selector. The Load Selector parameter
MUST only occur once in theoad Selection parameter
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3.1.3.3. ISWA L oad Selection

The ISUWA [ISUA] Load Selection parameter [L@DSEL] is formatted as follos:

0 1 2 3
01234567890123456789012345678901
T S T e T S T i S S S S S S T

| Tag = 0x0019 | Length |

S S +
\ \
/ Load Key paraneter(s) /
\ \

T S T e T S T i S S S S S S T

REGEXT extends the ISW Load Selection [LOADSEL] parameter by adding the foliing optionalLoad
Key parametersto theLoad Selection.

Extension Sub-Rarameters
Load Selector Optional  *1

Note 1: TheLoad Selector parameter is included in thead Selection when the ASP wishes to alter axist-
ing Load Selection which corresponds to the indicatedad Selector. The Load Selector parameter
MUST only occur once in theoad Selection parameter

3.1.3.4. SW Load Selection

The SWA [SUA] Load Selection parameter [L@ADSEL] is formatted as follos:

0 1 2 3
01234567890123456789012345678901
e T S T i R L T SH SIS S S TS

| Tag = 0x0019 | Lengt h |

s s +
\ \
/ Load Key paraneter(s) /
\ \

e T S T i R L T SH SIS S S TS

REGEXT extends the SH Load Selection [LOADSEL] parameter by adding the foMing optionallLoad
Key parameters to theLoad Selection.

Extension Sub-Rirameters
Load Selector Optional  *1

Note 1: TheLoad Selector parameter is included in thead Selection when the ASP wishes to alter axist-
ing Load Selection which corresponds to the indicatedad Selector. The Load Selector parameter
MUST only occur once in theoad Selection parameter
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3.1.3.5. TWA L oad Selection

The TUA [TUA] Load Selection parameter [L@DSEL] is formatted as follws:

0 1 2 3

01234567890123456789012345678901
i i S i i S S S i it S S S e e s
| Tag = 0x0019 | Length |

/ Load Key paraneter(s) /

T S T e S S T i wi S e e e S

REGEXT extends the T4 Load Selection [LOADSEL] parameter by adding the foling optionalLoad
Key parametersto theLoad Selection.

Extension Sub-Rarameters
Load Selector Optional  *1

Note 1: TheLoad Selector parameter is included in thead Selection when the ASP wishes to alter axist-
ing Load Selection which corresponds to the indicatedad Selector. The Load Selector parameter
MUST only occur once in theoad Selection parameter

3.1.4. Error Codes
3.1.4.1. SW Error Codes

REGEXT extends the Common mandatdeyror Code parameter by renwing the follaving Error Code val-

ues:
Value  Description
0x17  Routing Key Change Refused
In addition, REGEXT removes the followving text associated with the "Routingel( Change Refused" error
code:

The "Routing Ky Change Refused" error is sent when the SG refuses a change in the Ratipgradneters.
[SUA]

3.1.5. RegistrationStatus

REGEXT extends theRegistration Satus parameter by adding the folling values to the Common andAd
speciEc mandatoRggistration Satus parameter<2> in thREG RSP message:
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Value  Description

11 Error — Routing Key Change Refused
17 Error — Load Selection Change Refused

3.1.5.1. CommorRegistration Status

The Common [SHW], [ISUA], [TUA] Registration Status parameter is formatted as fole:

0 1 2 3

01234567890123456789012345678901
e i i e b e o e e h e
| Tag = 0x0016 | Lengt h |

| Regi stration Status |
e L i e b e o e S eh e

REGEXT extends the CommomRegistration Status parameter for IS [ISUA], SUA [SUA] and TUA
[TUA] by adding the follaving values to the status Eeld:

Value  Description

11 Error — Routing Key Change Refused
17 Error — Load Selection Change Refused

The "Error — Routing Key Change Refused" status is returned when the ASP has includeBaaing Con-

text in theRouting Key and the SGP is either unequipped to perform dynamic modiCEcatiorRofitimg Key, or
dynamic modiCEcation of tReuting Key is not currently permitted.

The"Error — Load Selection Change Refused" status is returned when the ASP has includedad Selector
in the Load Selection and the SGP is either unequipped to perform dynamic modiEcationLofthgelection,
or dynamic modiCEcation of thead Selection is not currently permitted.

3.1.5.2. M2WA Registration Status

The M2UA [M2UA] Registration Status parameter is formatted as folle: <3>

0 1 2 3

01234567890123456789012345678901
T S T S T s S S T i S S S T
| Tag = 0x030E | Lengt h |

| Regi strati on Status |
i I S T s S S o i Al ST S S S S Y S e

REGEXT extends the M2l8 [M2UA] Registration Status parameter by adding the folling values to the
status Eeld: <4>
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Value  Description

11 Error — Link Key Change Refused
17 Error — Load Selection Change Refused

The"Error — Link Key Change Refused" status is returned by and SGP when the ASP has includetean
face Identifier in the Link Key and the SGP is either unequipped to perform dynamic modiCEcationlLonkhe
Key, or dynamic modiCEcation of thénk Key is not currently permitted.

The"Error — Load Selection Change Refused" status is returned when the ASP has includedad Selector

in theLoad Selection and the SGP is either unequipped to perform dynamic modiCEcationLohth&election,
or dynamic modiCEcation of thead Selection is not currently permitted.

3.1.5.3. M3lA Registration Status

The M3UA [M3UA] Registration Status parameter is formatted as folle: <5>

0 1 2 3

01234567890123456789012345678901
e i i e b e o e e h e
| Tag = 0x0212 | Lengt h |

| Regi stration Status |
e L i e b e o e S eh e

REGEXT extends the M348 [M3UA] Registration Status parameter by adding the folling values to the
status Eeld:

Value  Description

11 Error — Routing Key Change Refused
17 Error — Load Selection Change Refused

The "Error — Routing Key Change Refused" status is returned when the ASP has includeBaaring Con-

text in theRouting Key and the SGP is either unequipped to perform dynamic modiCEcatiorRofitimg Key, or
dynamic modiCEcation of tReuting Key is not currently permitted.

The"Error — Load Selection Change Refused" status is returned when the ASP has includedad Selector
in the Load Selection and the SGP is either unequipped to perform dynamic modiEcationLofthgelection,
or dynamic modiCEcation of thead Selection is not currently permitted.

3.2. Messages

REGEXT extends thdREG REQ andREG RSP messages.
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3.2.1. RegistrationRequest (REG REQ)

REGEXT extends theRegistration Request (REG REQ) message byx¢ending theRouting Key (Link Key)
parameter and permitting tReuting Context (Interface Identifier) to be included in thd(REG REQ message.

REGEXT also etends theREG REQ message byxtending theLoad Selection parameter [L@GDSEL] and
permitting theLoad Selector to be included in th®EG REQ message.

3.2.2. RegistrationResponse (REG RSP)

REGEXT extends theRegistration Response (REG RSP) message by adding the fallong values to the
mandatoryRegistration Status parameter in the mandatoRggistration Result parameter in th®@EG RSP mes-
sage: <6>

Value  Description

11 Error- R outing (Link) Key Change Refused
17 Error- L oad Selection Change Refused

The nev Registration Status values are interpreted as fog:

"Error — Routing (Link) Key Change Refused” This Registration Status is returned in &2EG RSP message by
the SGP when it is either unequipped to perf&oating (Link) Key modiCEcations described in this
memo, or is otherwise unable to modify the Roating (Link) Key as requested by the ASP

"Error — Load Selection Change Refused" This Registration Status is returned in &EG RSP message by the

SGP when it is either unequipped to perfdroad Selection modiCEcations described in this memo, or is
otherwise unable to modify the thead Selection as requested by the ASP
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Notes Dr 83

<1> |ANA NOTE:- The parameter tagalues shavn asOx0119 will be assigned by IAW within
the speciCEc parameter range oA $8UA] and may change itsalue in further ersions of this
document.

<2> |ANA Note:- Note that theRegistration Status parameter has tagae 0x030e for M2
[M2UA], tag value 0x0212 for M34 [M3UA] and (perhaps not surprisingly) taglue 0x0016
for ISUA [ISUA], SUA [SUA] and TUA [TUA].

<3> |ANA NOTE:- TheRegistration Status value shevn as11l and17 will be assigned by IAN
as a alue of the CommoRegistration Status parameter for the SIGTRANA$ and may change
its value in further ersions of this document.

<3> EDITOR'S NOTE:- The M2UA [M2UA] Registration Result, Registration Status, Deregistra-
tion Result and Deregistration Status parameter should be altered from the M2&peciEc tag
values to the Common tagles to be consistent with the othekdJ

<4> |ANA NOTE:- TheRegistration Status value shevn as11l and17 will be assigned by IAN
as a walue of the M2 -speciE®Registration Status parameter for M2l [M2UA] and may
change its &lue in further ersions of this document.

<56> EDITOR'S NOTE:- The M3UA [M3UA] Registration Result, Registration Status, Deregistra-
tion Result and Deregistration Status parameter should be altered from the M3tpeciEc tag
values to the Common tagles to be consistent with the othekdJ

<6> |ANA NOTE:- TheRegistration Status value shevn as11l and17 will be assigned by IAN
as a walue of the M3WA-speciE®Registration Status parameter for M3 [M3UA] and may
change its &lue in further ersions of this document.

<6> |IANA NOTE:- TheRegistration Status values shavn as11l and17 will be assigned by IAN
as a walue of the CommoRegistration Status parameter for SIGTRAN As and may change its
value in further ersions of this document.

4. Procedures
4.1. Registration

In extension to the gstration procedures of MAJ[M2UA], REGEXT provides the follaving registration
procedures:

4.1.1. CommonRegistration Procedures

In extension to the gstration procedures of Common [MBY [SUA], [ISUA], [TUA], REGEXT provides
the following registration procedures:

An ASP MAY modify an eisting Routing Key by including theRouting Context in the REG REQ. If the
SGP determines that thReuting Context applies to an»asting Routing Key, the SGMAY adjust the ®isting
Routing Key to match the ng information preided in theRouting Key parameter A REG RSP with Registra-
tion Status "Error — Routing Key Change Refused" is returned if the SGP does not accept the modiEcation of the
Routing Key. <1>

B. Bidulock Version 0.4 Page 18



Inter net Draft UA REGEXT February 3, 2007

An ASP MAY modify an «isting Load Selection by including thelL.oad Selector in the REG REQ. If the
SGP supports load selectioxtensions [LADSEL] and determines that th®ad Selector applies to an»asting
Load Selection, the SGPMAY adjust the ®isting Load Selection to match the ne information preided in the
Load Selection parameter A REG RSP with Registration Status "Error — Load Selection Change Refused" is
returned if the SGP does not accept the modiEcation ladatiSelection.

4.1.2. M2WA Registration Procedures

In extension to the gstration procedures of MAJ[M2UA], REGEXT provides the follaving registration
procedures:

An ASP MAY modify an eisting Link Key by including thelnterface Identifier in the REG REQ. If the
SGP determines that tteterface Identifier applies to anasting Link Key, the SGMAY adjust the risting Link
Key to match the ne information preided in theLink Key parameter A REG RSP with Registration Status
"Error — Link Key Change Refused" is returned if the SGP does not accept the modiCEcationlohkheey.

An ASP MAY modify an «isting Load Selection by including thelLoad Selector in the REG REQ. If the
SGP supports load selectioxtensions [LADSEL] and determines that th®ad Selector applies to an»asting
Load Selection, the SGPMAY adjust the ®isting Load Selection to match the ne information preided in the
Load Selection parameter A REG RSP with Registration Status "Error — Load Selection Change Refused" is
returned if the SGP does not accept the modiEcation ladatiSelection.

Notes Dbr 84

<1> EDITOR'S NOTE:- ISUA [ISUA], SUA [SUA] and TUA [TUA] already contains the proce-
dures described in this paragraprhe only diference preided byREGEXT is that theRegistra-
tion Status "Error — Routing Key Change Refused" is actually deEned.

5. Interworking

REGEXT also praides procedures for an SGP or ASP not suppoREGEXT to interwork with an ASP or
SGP supportinREGEXT.

5.1. Registrationinterw orking

An ASP that determines than an SG is unequipped to peR&®&EXT SHOULD NOT send ag subse-
guentREG REQ messages containingRauting Context (or Interface Identifier) to that SG.

An SG or ASP supportingSPEXT [ASPEXT04] will identify its ability or inability to suppoREGEXT us-
ing the ASP Extensions procedure [ASPEXT04].

If an SG does not support dynamigisgration, it also does not suppBEGEXT.

If an SG not supportinBEGEXT receves aRouting Context (Interface Identifier) in the REG REQ message,
it could respond with anxesting non-zerdRegistration Status or anERR message. Ithe ASP receies aREG
RSP message containing a non-z&egistration Status, or receves an ERR message with an approprideror
Code correlating to thdREG REQ message and an indication that Raiting Context (Interface Identifier) pa-
rameter vas considered walid, from an SG not supporting ASP Extensions [ASPEXT04], then the ASP
SHOULD mark the SG as unequipped to perf®BGEXT and not place gnRouting Context (Interface Identi-
fier) in any further messages to that SG, or attemptaiithe etension procedures deCEned in this memo.
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5.1.1. RegistrationStatus REGEXT Unsupported

Examples of possiblRegistration Status errors returned in REG RSP message when the peer does not sup-
port REGEXT are as follas:

Value  Description
4  Error - Invalid Routing Key

6  Error - Cannot Support Unique Routing
Error - Overlapping (Non-unique) Link &

7  Error - Routing Key rot Currently Praisioned
Error - Link Key rot Provisioned

9  Error - Unsupported RK parameter (Eeld

11  Error- Routing Key Change Refused
Error - Link Key Change Refused

5.1.2. Error Codes REGEXT Unsupported

Examples of possiblError Codes returned in &RR message when the peer does not SURRIBBEXT are
as follows:

Value  Description

0x02 Irvalid Interface IdentiCEer

0x03  Unsupportetlessage Class

0x04  Unsupportetlessage jpe

0x10  ASPActive for Interface IdentiCEer(s)
0x11 Irvalid Parameter ®Wlue

0x12  FRarameter Field Error

0x13 Unepected Brameter

0x19 Irvdid Routing Contgt

6. Examples

7. Security

REGEXT provides adds some security risks to MRM2UA], M3UA [M3UA], ISUA [ISUA], SUA [SUA]
and TWA [TUA].

If the Signalling Gateay (SG) does cannot properly authenticate the,gerpeer might @n priileges to
alter aRouting (Link) Key to which the peer should notvyeapermission, or alter &oad Selection to which the
peer should not lva permission.

However, if the peer can imitate an ASP argirgaccess with the pileges of an ASRuse of theRouting
Context (Interface Identifier) parameter in the ASPTM message cawag$ be used to perform denial of service
on trafEc destined fordiimate Application Semrs. Asthe REGEXT extensions require the use of tReuting
Context (Interface Identifier) parameter in th&REG REQ message, the samevdts of protection dbrded the
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Routing Context (Interface ldentifier) parameter in thdREG REQ message as isxgerienced in theASPAC
(ACK) message.

8. IANA Considerations

REGEXT adds the follwing parameter tagalue (described in Section 3) to the ABpeciEc &ameter
numbering range for SAJ[SUA]:

Tag Value  Parameter Name
0x0119 Referencumber Range<1>

Notes br §8
<1> |IANA NOTE:- The Reference Number Range tag walues shan through this document as

0x0119 will be assigned by IAN within the SWA-speciCEc parameter range of thé $BUA]
and may change itsalue in further ersions of this document.
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0. Revision History

This section preides historical information on the changes made to this dfdis section will be remed
from the document when the document is (Enalized.
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alded list of abbngations.
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pdated references.

plit references.

pdated ersion numbers and dates.

pdated security section.
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~h R R~k —h —~h —H
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f aldition of Source Reference Number, Destination Reference Number and Reference Number Range to SUA
[SUA14] Routing Key.
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