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Status of this Memo

This document is an Internet-Draft and is in full conformance with alligioms of Section 10 or RFC 202énternet-
Drafts are wrking documents of the Internet Engineeriragk Force (IETF), its areas, and itovking groups.Note that
other groups may also distute working documents as Internet-Drafts.

Internet-Drafts are draft documentid for a maximum of six months and may be updated, replaced, or obsoleted by other
documents at gntime. Itis inappropriate to use Internet-Drafts as reference material or to cite them other tharkas 'w
progress'.

The list of current Internet-Drafts can be accessed at http:/ietfrarg/ietf/1lid-abstracts.txt

The list of Internet-Draft ShadoDirectories can be accessed at http://wietfvorg/shadev.html

To learn the current status ofyaimternet-Draft, please check the ™1id-abstracts.txtS listing contained in the Internet-Drafts
Shadev Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe), munnari.oz.aci@@@ Rim), ftp.ietf.gr(US East
Coast), or ftp.isi.edu (US ¥¢t Coast).

Abstract

This Internet Draft de(Enes a protocol supporting the transport of Signalling System Number 7 (SS7) kesfag@T
(MTP) Level 3 signalling messagesver Internet Protocol (IP) using the services of the Stream Comntakmission Proto-
col (SCTP). This protocol vould be used between SS7 Signalling Points using the MV#8 Beprotocol. TheSS7 Sig-
nalling Points may also use standard SS7 links using the SS7 M/EP2Lt® provide transport of MTP Lesl 3 signalling
messages.

1. Introduction

1.1. Scope

There is a need for Switched Circuit Netk (SCN) signalling protocol defry over an IP network. Thisincludes message
transfer between the follang:

f aSignalling Gateay (SG) and a Media Gatay Controller (MGC) [Q.700]
f aSG and an IP Signalling Point (IPSP)
f a IPSP and an IPSP

This could allev for corvergence of some signalling and data natke. SCNsignalling nodes wuld hare acess to
databases and othenvitees in the IP netark domain that do not use SS7 signalling linkikewise, IP telephonapplica-
tions would have access to SS7 serviceShere may also be operational cost and performanantatyes when traditional
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signalling links are replaced by IP nerk ™connectionss.

The delvery mechanism described in this documentvedidor full MTP3 message handling and netwmanagement capa-
bilities between antwo SS7 nodes, communicatinger an IP network. AnSS7 node equipped with an IP netk connec-
tion is called an IP Signalling Point (IPSP)he IPSPs function as traditional SS7 nodes using the IPorietastead of
SS7 links.

The delvery mechanisnsHOULD

f Support seamless operation of MTP3 protocol peeesan IP network connection.

f Support the MTP Leel 2/ MTP Level 3 interface boundary

f Support management of SCTP transport associations afddiattead of MTP2 Links.
f Support asynchronous reporting of status changes to management.

1.2. ChangeHistory
This section will be remad from the document when the document is Enalized.

1.2.1. Change$rom Version 0.6 to \érsion 0.7

f aded this section

f eformatted document

f pdated references andrgion number

f pdated state transition diagrams

f danged timer names to align with Q.703 [Q.703]

f aded proing state and procedure for timer T3

f @Geed nits from the mailing list

f ajusted recommended timeglues for alignment with Q.703 [Q.703]
f ajusted language on T7 timer to match WG comments
f aeated postscript diagrams

f elling corrections

1.3. Terminology
MTP - T he Messageransfer Rrt of the SS7 protocol [Q.701, Q.702, Q.703, Q.704..T1.111].
MTP2 - M TP Level 2, the MTP signalling link layer
MTP3 - M TP Level 3, the MTP signalling netark layer

MTP2-User - A p rotocol that normally uses the services of MTRdLZ. The only MTP2 user is MTP3The MTP2 user
is equiaent to the M2R uset

Signalling End Point (SEP) - A n ode in an SS7 netwk that originates or terminates signalling messa@rse e&ample is
a eentral ofEce switch.

I P Signalling Point (IPSP) - A n SS7 Signalling Point with an IP netrnk connection used for SSve IP.

Signalling Gateway (SG) - A signalling agent that recats/sends SCN nag sgnalling at the edge of the IP nati [RFC
2719]. Inthis conta&t, an SG is an SS7 Signalling Point that has both an IPorlet@nnection used for SSvep
IP, and a traditional (non-IP) link to an SS7 netk.

Signalling Transfer Point (STP) - A node in an SS7 netwk that routes signalling messages based on their destination
point code in the SS7 netvk.

Association - A n association refers to a SCTP association [RFC 2980F association pwides the transport for MTP3
protocol data units and M2Radaptation layer peer messages.

Network Byte Order - M ost signiEcant byte (Erst, alsswknas ™Big Endian§ee RFC 791 [RFC 791], Appendix B Data
Transmission Order

Stream - A stream refers to a SCTP stream [RFC 2960].

1.4. Abbrewvations
BSNT - Backward Sequence Number to beamsmitted
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FSNC -
LI -
MSU -

SCCP -

SCN -

SCTP -

SIF -
SIO -
SLC -

SS7 -

SSN -
STP -

1.5. Corventions

M2PA January 7, 2003

Forward Sequence Number of last message accepted by remab le
Length Indicator

Message Signal Unit

Signalling Connection Controla®t
Switched Circuit Netwrk

Stream Control lansmission Protocol
Signalling Information Field

Service Information Octet

Signalling Link Code

Signalling System Number 7

Stream Sequence Number

Signal Transfer Point

The leywords MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD, SHOULD NOT, RECOM-
MENDED, NOT RECOMMENDED , MAY, and OPTIONAL , when thg appear in this document, are to be interpreted as
described in RFC 2119 [RFC 2119].

1.6. SignallingTr ansport Architecture

The architecture that has been deEned [RFC 2719] for Switched CircwrtNEMEN) signalling transportver |P uses
multiple components, including an IP transport protocol, the Stream Corar@driiission Protocol (SCTP), and an adapta-
tion module to support the servicegected by a particular SCN signalling protocol from its underlying protocol layer

Within this framavork architecture, this document deEnes an SCN adaptation module that is suitable for the transport of S

MTP3 messages.

Figure 1 shawvs the seamless inteornking at the MTP3 layerMTP3 is adapted to the SCTP layer using the MTP2 User
Peerto-peer Adaptation Layer (M2B. All the primitives between MTP3 and MTP2 are supported by M2Fhe SCTP
association acts as one SS7 link between the IPARPSPSPMAY have the Signalling Connection ControbR (SCCP)
and other SS7 layers almMTP3.

- - P - -

I IPSP F—— |IPSP |

TCAP TCAP
SCCP SCCP
MTP3 MTP3
M2PA M2PA
SCTP SCTP

IP IP

IP - Internet Protocol

IPSP - P Signalling Point
SCTP - stream Control Transmission Protocol
(see Reference [RFC 2960])

Figure L M2PA Symmetrical Peeto-Peer Architecture

Figure 2shavs an gample of M2 used in a Signalling Gatgy (SG). TheSG is an IPSP equipped with both traditional
SS7 and IP netark connectionsin effect, the Signalling Gateay acts as a Signalrainsfer Point (STP)Any of the nodes
in the diagram could lva SCCP or other SS7 layer&TPsMAY or MAY NOT be present in the SS7 path between the SEP

and the SG.
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r-—-°a 8S7 r——-—=-=---- AP r---A

| SEP +—i SG ——— IPSP |

| | . | |
TCAP TCAP
sccp sccp
MTP3 MTP3 MTP3
MTP2 MTP2 | M2PA M2PA
MTP1 MTP1 | SCTP SCTP

1P IP
SEP - SS7 Signalling Endpoint

Figure 2 M2PA in IP Sgnalling Gatevay

Figure 2 only an gample. Othercon(Egurations are possibla. short, M2RA uses the SCTP association as an SS7 link.
The M2RA/SCTP/IP stack can be used in place of an MTP2/MTP1 stack.

1.6.1. Pint Code Representation

The MTP speciCEcation requires that each node with an MTP3 layer is identiCEed by an SS7 pbinpanidelar each
IPSPMUST have its ovn SS7 point code.

1.7. Sevices Povided by M2PA

The SS7 MTP3/MTP2 (MTP2-User) intade is retained in the IPSPhe M2FA protocol layer is required to prime the
equialent set of services to its user asyided by MTP L&el 2 to MTP Level 3.

These services are described in the falhy subsections.

1.7.1. Supportfor M TP Level 2/ MTP Leve 3 interface boundary

This interfice is the same as the MTP2/MTP3 irgeef described in Q.701 through Q.705 [Q.701, Q.702, Q.703,
Q.704..T1.111], and Q.2140 [Q.2140], with the addition of support fgedasequence numbers in T1.111 [T1.111] and
Q.2210 [Q.2210].

Because M2R uses lager sequence numbers than MTP2, the MTP3 CharggoocedureMUST use the Extended
Changewer Order and Extended Changeo Acknowledgment messages described in Q.2210 [Q.2210] and T1.111
[T1.111].

Also, the follaving MTP3/MTP2 primitves MUST use the lager sequence numbers:

f BSNT ConCErmation
f Retrieval Request and FSNC

1.7.2. Supportfor peerto-peer communication

In SS7, MTP Leel 2 sends three types of messagesvkmas signal units: Message Signal Units (MSUSs), Link Status Sig-
nal Units (LSSUs), and Fill-In Signal Units (FISUSs).

MSUs originate at a highendd than MTP2, and are destined for a peer at another rndklewise, M2 passes these mes-
sages from MTP3 to SCTP as data for transport across allhdse are called User Data messages inAM2P

LSSUs allev peer MTP2 layers toxehange status informatiorAnalogous messages are needed for M2PheLink Sta-
tus message sexs this purpose.

FISUs are sent when no other signal units aiting to be sentThis purpose is seed by the heartbeat messages in SCTP
FISUs also carry ackmdedgment of messagedhis function is performed by the M&RJser Data and Link Status mes-
sages. Thereford, is unnecessary for M2Pto provide a protocol data unit lékthe FISU. Furthermore, since an IP net-
work is a shared resource, ibuld be undesirable to Y a nessage type that is sent continuously as the FISUs are.
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1.8. FunctionsProvided by M2PA

1.8.1. Supportof MTP3/MTP2 Primiti ves

M2PA receves the primitives snt from MTP3 to its laver layer M2PA processes these prinviés a maps them to appro-
priate primitves & the M2RA/SCTP interce. Lilewise, M2FA sends primitves to MTP3 like those used in the
MTP3/MTP2 interfce.

1.8.2. MTP2Functionality
M2PA provides MTP2 functionality that is not prioled by SCTP This includes

f Data retrigal to support the MTP3 changeer procedure
f Reporting of link status changes to MTP3

f Rocessor outage procedure

f Link alignment procedure

SCTP preides reliable, sequenced dely of messages.

1.8.3. Mappingof SS7 and IP Entities
The M2RA layerMUST maintain a map of each of its SS7 links to the corresponding SCTP association.

1.8.4. SCTPStream Management

SCTP allavs a usespeciEed number of streams to be opened during the initializatiothe responsibility of the MZP
layer to ensure proper management of the streamseallwithin each association.

M2PA uses tvo greams in each direction for each associatiBtream 0 in each direction is designated for Link Status mes-
sages. Strearh is designated for User Data messag8gparating the Link Status and User Data messages onto separate
streams alles M2FA to prioritize the messages in a manner similar to MTP2.

1.8.5. Retentionof MTP3 in the SS7 Netwark

M2PA allows MTP3 to perform all of its Message Handling and MekwManagement functions with IPSPs as with other
SS7 nodes.

1.9. DeEnitiomf the M2PA Boundaries

1.9.1. Denitioof the M2PA /M TP Level 3 boundary

The upper layer primites provided by M2R are the same as those pided by MTP2 to MTP3.These primities ae de-
scribed in Q.701 through Q.705 [Q.701, Q.702, Q.703, Q.704, Q.705], and T1.111 [ThAd 1).2140 [Q.2140]Fdlow-
ing is a list of the primities.

Primitives ®nt from MTP3 to M2R:

Data Request Used to send a Data Message for transmission.

Start Request Used to actiate a link.

Stop Request Used to deaotate a link.

Retrieve BSNT Request Request the BSNT for the changeioprocedure.

Retrieval Request and FSNC Request retrial of unacknavledged and unsent messagéshis request in-

cludes the FSNC reaeid from the remote end.
Local Processor Outage Request Informs M2FA of a local processor outage condition.

Local Processor Outage Reemred Informs M2FA that a local processor outage condition has ceased.
Request
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Flush Bufers Request Requests that all transmit and reediuffers be emptied.
Continue Request Requests that processing resume after a processor outage.
Emegeny Request Requests that MZPuse the emgeng alignment procedure.
Emegeng Ceases Request Requests that MZPuse the normal alignment procedure.

Primitives nt from M2 to MTP3:
Data Indication Used to delier receved Data Message to MTP3.
Congestion Indication Indicates change in congestion statd$ie indication includes the congestion

status, if the protocol is using ti@PTIONAL congestion leels. Theindica-
tion also includes the discard status.

In Service Indication Indicates that the link is in service.

Out of Service Indication Indicates that the link is out of service.

Retrieved Messages Indication Indicates deliery of unacknavledged and unsent messages.

Retrieval Complete Indication Indicates that delery of unacknaledged and unsent messages is complete.
BSNT ConCErm Replies to the BSNT Requesthe conErmation includes the BSNT

BSNT Not Retrigable ConErm Replies to the BSNT Request when the BSNT cannot be determined.

Remote Processor Outage Indicaindicates processor outage at remote end.
tion

Remote Processor Remped Indi- Indicates receery from processor outage at remote end.
cation

1.9.2. Denitioof the Lower Layer Boundary between M2A and SCTP

The upper layer primites provided by SCTP are described in RFC 2960 [RFC 2960] Section 10 &tmteith Upper
Layers.

1.10. Differences Between M2R and M2UA

The MTP2 User Adaptation Layer (M) [M2UA] also adapts the MTP3 layer to the SCTP/IP stdtkoes so through a
backhauling architecture [RFC 2719This section intends to clarify some of thefetiénces between the MRRNd M2UA
approaches.

A possible M2R architecture is sheon in Figure 3 Here the IPSPs MTP3 uses its underlying M2B a eplacement for
MTP2. Communicatiorbetween the tev layers MTP3/M2R is de(Ened by the same prireti & in SS7 MTP3/MTP2.
M2PA performs functions similar to MTP2.
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r-—-° 8S§7 r-——-—-—---- I =R

| SEP +— SG —— IPSP |

| IR P J | IR
sccp sccp sccp
MTP3 MTP3 MTP3
MTP2 MTP2 | M2PA M2PA
MTP1 MTP1 | SCTP SCTP

IP IP

Figure 3 M2PA in IP Sgnalling Gatevay

A comparable architecture for M2U's shawn in Figure 4 In M2UA, the MGCs MTP3 uses the SGMTP2 as its lover
SS7 layer Likewise, the S& MTP2 uses the MGCs MTP3 as its upper SS7 layeiSS7, communication between the
MTP3 and MTP2 layers is deEned by primsti In M2UA, the MTP3/MTP2 communication is deEned as Maés-
sages and senver the IP connection.

F==-=°7 SS7 r——==-=---- L =
| SEP +———— SG P IPSP |
Leeaod b = Jd Leead
SCCP SCCP
MTP3 (NIF) MTP3
MTP2 MTP2 | M2PA M2PA
MTP1 MTP1 | SCTP SCTP
IP IP
NIF - Nodal Interworking Function

Figure 4 M2UA in IP Sgnalling Gatevay

M2PA and M2UA are similar in that:

a. Both Transport MTP3 data messages.
b. Both Present an MTP2 upper intack to MTP3.

Differences between M2Rand M2UA include:

a. M2FA: IPSP processes MTP3/MTP2 prinés.
M2UA: MGC transports MTP3/MTP2 primités between the SG'MTP2 and
the MGCs MTP3 (via the NIF) for processing.
b. M2PA: SG-IPSP connection is an SS7 link.
M2UA: SG-MGC connection is not an SS7 link.is an etension of MTP to a
remote entity

C. M2RA: SG is an SS7 node with a point code.

M2UA: SG is not an SS7 node and has no point code.
d. M2RA: SG can hee pper SS7 layers, e.g., SCCP

M2UA: SG does not h& pper SS7 layers since it has no MTP3.
e. M2FA: relies on MTP3 for management procedures.

M2UA: uses M2\ management procedures.
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Potential users of MZPand M2UA SHOULD be avare of these dferences when deciding Wwdo use them for SS7 sig-
nalling transport eer IP networks.

2. Protocol Elements
This section describes the format afious messages used in this protocol.

All Eelds in an MZPmessagdMUST be transmitted in the nebtwk byte orderi.e., most signiCEcant byte (Erst, unless other
wise stated.

2.1. CommonMessage Header

The protocol messages for MRPequire a message header structure which contaiessin, message class, message type,
and message lengtffhe header structure is st in Figure 5

0 1 2 3

01234567890123456789012345678901

e O e e

| V ersion | Spare |  Message Class | Message Type |
+

| Message Length |
B

Figure 5. Common Message Header

2.1.1. \érsion
The \ersion Eeld contains thersion of M2IR. Thesupported grsions are:
Value
(decimal)  \ersion
1 Release 1.0 of M2®protocol
2.1.2. Spae

The Spare Ee8HOULD be set to all zeroes €)' by the sender and ignored by the nesei The Spare Ee8HOULD
NOT be used for proprietary information.

2.1.3. Messag€lass

The following List contains thealid Message Classes:

Value
(decimal) MessageClass
11 M2FA Messages

Other \alues are walid for M2PA.

2.1.4. Messagédype
The following list contains the message types for the deEned messages.

Value
(decimal) Messagdype
1 User Data
2 Link Status

Other \alues are ivalid.
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2.1.5. Messagéength
The Message Length deEnes the length of the message in octets, including the Common Header

2.2. M2PA Header

All protocol messages for M2Require an M2R-speci(Ec headefhe header structure is st in Figure 6.

0 1 2 3
01234567890123456789012345678901
s i NPT S S S S

| u nused | BSN |
Fomm e e o o e e e e e e e e e e aa o - +
| u nused | FSN |

s i SHAL S S S S

Figure 6. M2PA-speciCEc Message Header

2.2.1. BackwardSequence Number
This is the FSN of the message last nembfrom the peer

2.2.2. Forward Sequence Number
This is the M2R sequence number of the User Data message being sent.

2.3. M2PA M essages

The following section deEnes the messages and parameter coAteMi2PA message consists of a Common Message
Header and M2®RHeader folleved by the data appropriate to the message.
B s e e 2 L L

/ C ommon Message Header /

\ \
oo +

\ \

/ M2PA-specific Message Header /

\ \
oo +

/

\

Message Data /

~ -~ — ~—

dobobotbotbetot bbb bbb bbb b b bbb bbb

2.3.1. UseData

The User Data is the data sent from MTHBe format for the User Data message is asvialio

0 1 2 3
01234567890123456789012345678901
dobobotbotbetot bbb bbb bbb b b bbb bbb

D ata /

~ -~ — ~—

dobobotbotbetot bbb bbb bbb b b bbb bbb

The Data (Eeld contains the faofilog Eelds of the MTP Message Signal Unit (MSU):

f Length Indicator (L), including the mundeEned bits between the SIO and LI Eelds.
f Service Information Octet (SIO)
f Sgnalling Information Field (SIF)

The MTP MSU described in Q.703 [Q.703], section 2.2 Signal Wninkt, and T1.111.3 [T1.111] section 2.2 Signal Unit
Format.

B. Bidulock, et al Version 0.7 Page 9



Inter net-Draft M2PA January 7, 2003

M2PA does not add padding to the MTP3 message.
Note that the Data EG#ALL NO T contain other components of the MTP MSU format:

f Rag

f Backward Sequence Number (BSN)
f Backward Indicator Bit (BIB)

f Forward Sequence Number (FSN)
f Forward Indicator Bit (FIB)

f Check bits (CK)

The Data (EelBHALL be transmitted in the byte order as deEned by MTP3.

It is not necessary to put the message length in the LI octet as in MTARZ.I octet is included because thetgpare bits
in the LI octet are used by MTP3 in at least one natioaaion of SS7 to carry MTP3 informatiofzor example, the
Japanese TTC standard uses these spare bits as an MTP3 Message PriosgeBHa@704 [JFQ704], section 14 ™Com-
mon Characteristics of message signal unit formatss, section 14.2 (A) Priority IndicatorkBRI@rsions of MTP that do
not use these whits, the entire octet is spare.

Therefore in M2R the format of the LI octet is:

0

01234567

+ot-t-t-t-t-t-+-+

|PRI]  spare | (followed by SIO, SIF)
+ot-t-t-t-t-t-+-+

PRI - Priority used only in national MTP de(Ened irQIM04 [JTQ704]. Spardor other MTP ersions.

Since the LI octet is not used for a message length, there is no need to suppgarnkdedcL] Eeld in Q.703 [Q.703], An-
nex A. Therefore the LI (Eeld in M2RFs dways one octet.

Note: In the SS7 Recommendations, the format of the messages and (Eelds within the messages are based on bit transm
order In these recommendations the Least SigniCEcant Bit (LSB) of each (Eeld is positioned to Heerigiotied SS7
(Eelds are populated octet by octet asvetaito the 4-octet wrd as shan belav.

As an eample, in the ANSI MTP protocol, the Data Eeld format iwrstelav:

IMSB LSB|

0 1 2 3
01234567890123456789012345678901
)b

+-)+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

[PRI| spare | SIO | SIF octet C o |
F R Fom e e - - B R B +

\ . \
/ . /
\ . \
Fommm e o e e e - o Fom e e - Fom e e - - +

| - SIF octet |
B e S s s S SCL A L S S

Within each octet the Least SigniCEcant Bit (LSB) per the SS7 Recommendations is to the right (e.g., bit 15 of SIO is t
LSB).

2.3.2. Link Status

The MTP2 Link Status message can be sent betwee ld@&s to indicate link statu§.his message performs a function
similar to the the Link Status Signal Unit in MTPEhe format for the Link Status message is as\iglo

0 1 2 3
01234567890123456789012345678901
S A S ST S SN S SN S AT SNE ST S S ST AT ST S S S S
[ S tate |
A S SN S SN S SOE TSNS AT SNE ST S S ST AT ST S S S S

The \alid values for State are sha in the follaving table.
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Value
(decimal)  Description

Alignment

Proving Normal

Proving Emegengy

Ready

Processor Outage
Processor Outage Ended
Busy

Busy Ended

Out of Service

O©CoOoO~NOOOUTA,WNPE

2.3.2.1. Link Status Proving

The Link Status Prang messag®AY OPTIONALL Y carry additional byteslf the OPTIONAL bytes are used, the for
mat for the message is as folla

0 1 2 3
01234567890123456789012345678901
B T L e T I s St ST R T S e e R
| S tate |

/ f iller /

L O S L O S O S O S SO L S SO e e

Itis RECOMMENDED that the length of the Link Status Ping message be similar to the size of the User Data messages
that will be carried on the link.

Itis RECOMMENDED that the Eller Eeld contain a number pattern wdigs \among the Link Status Ring messages,
and that will allevthe SCTP checksum to be used ¢oify the accuragcof transmission.

3. M2PA Link State Control

The M2RA link moves from one state to another in responseaious &ents. Theevents thatMAY result in a change of
state include:

f MTP3 primitve requests

f SCTP notiCEcations

f Receipt of Status messages from the peerAi2P

f Expiration of certain timers

Figure 7 illustrates state changes together with the causiagt® Notethat some of the error conditions are notvaman
the state diagram.

Fdlowing is a list of the M2R Link States and a description of each.

POWER OFF - State of the link during peer-up initialization.

OUT OF SERVICE - O ut Of Service.Paver-up initialization is complete.

INITIAL ALIGNMENT - A lignment In ProgressM2PA is atempting to &change Alignment messages with its peer
PROVING - M 2PAis £nding Link Status Puing messages to its peer

ALIGNED READ Y - Proving is complete.M2PA is waiting until peer completes primg.

ALIGNED NO T READY - Proving is complete, Wit local or remote processor is out.

IN SERVICE - I n Service. Linkis ready for traEc.

PROCESSOR OUTAGE - | n Service, lut the local or remote processor is out.
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M2PA
POWER
OFF
Power On
Flush Buffers
OR Retrieval ' ] +
OUT OF
| SERVICE
MTP3 Start Link ConCEgured
Y (Associate)
{ INITIAL
MTP3 Stop ALIGNMENT SCTP Comm Error
OR T2 Expiry OR SCTP Comm Lost| LPO

OR Receive LS O0S

Send and

Y

Receive LS Alignment

(PROVING LPO
MTP Stop SCTP Comm Error
OR T3 Expiry OR SCTP Comm Lost
OR Receive LS 00S T4 Expiry

¥y Send LS Ready

{ ALIGNED \ LPOLPR ALIGNED
MTPastop  \__READY ) SCTP Comm Error NOT READY
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OR Receive LS O0S
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Figure 7. M2PA Link State Tansition Diagram

January 7, 2003

Figure 8 illustrates state changes in the M2fRanagement of the SCTP association together with the caugnis.e Note
that some of the error conditions are notvaan the state diagram.

Falowing is a list of the M2R Association States and a description of each.

IDLE -
ASSOCIATE -

State of the association duringvper-up initialization.
M 2FA is dtempting to establish an SCTP association.

ESTABLISHED - SCTP association is established.

B. Bidulock, et al
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' IDLE '

Associate
(Issue SCTP Assaciate)

(Issue SCTP
vy associate)

ASSOCIATE\

SCTP Comm Up

)

i

ESTABLISHEH
SCTP Comm Error

OR SCTP Comm Lost

Figure 8 M2PA Association Stateransition Diagram

4. Procedures
4.1. Procedures to Support MTP2 Features

4.1.1. SignalJnit Format, Delimitation, Acceptance
Messages for transmission across the askWUST follow the format described in section 2.

SCTP preides reliable, in-sequence dediy. Therefore the related functionality of MTP2 is not need8@TP does not
provide functions related to Link State Control in MTPEhese functionMUST be pravided by M2RA.

4.1.2. MTPand SCTP Entities
This section describes WdVI2PA relates MTP and SCTP entities.

Each MTP link corresponds to an SCTP associatiimprevent duplicate associations from being established, REE-
OMMENDED that each endpoint kmothe IP address (or IP addresses, if multi-homing is used) and port number of both
endpoints. SCTPRrevents two associations with the same IP addresses and port numbers from being established.

It is necessary for at least one of the endpoints to be listening on the port on which the other endpoint is trying to establi
the associationTherefore, at least one of the port numt&OULD be the M2R regstered port.

If only one association is to be established between thesktaddresses, then the associat8HHOULD be established us-
ing the M2RA regstered port at each endpoint.

If it is desirable to create multiple associations (for multiple links) between thiPtaddresses, diérent port numbers can
be used for each associatiddevertheless, the M2®Rregstered port numbeBHOULD be used at one end of each associa-
tion.

Each combination of IP address/port for the eudpoints (i.e., each associatiddyST be mapped to the same Signalling
Link Code (SLC) at each endpoint, so that each endpoimtkiadich link is being created at the time the SCTP association
is establishedHowever, M2PA does not do anprocessing based on the SLC.

Fdlowing are &amples of the relationships between associations and Ikéte that a link is an SCTP association identi-
(Eed by tw endpoints. Eaclendpoint is identiCEed by an IP address and port nurBheh association is mapped to an
SLC.

Figure 9shaws a case with tavIPSPs, each with wiP addresses. Wo associations are the links that connect the ta-
SPs. Sinc¢hese links are in the same link setytMUST have dfferent SLCs.

Table 1shaws the relationships in tatar form. Table 1is only conceptual.The actual method for mapping the SCTP asso-
ciations to the SLCs is implementation dependent.
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IPSP X IPSP Y
SCTP
IPA association 1 IPB
port = PW port = PW
SLC=a SLC=a
SCTP
IPC assocation 2 IPD
port = PW port = PW
SLC=b SLC=b
1Px = |P address

PW = Registered port number for M2PA

Figure 9 Two IPSPs with Wo IP Addresses Each

Table 1.Two IPSPs with Wo IP Addresses Each

Association IPSPX IPSPY SLC
IP address | Prt | IP address| fort
1 IPA PW IPB PW a
2 IPC PW IPD PW b

Figure 10 andTable 2shav an example with three IPSPS\ote that in this xxample, the tw links are in diferent link sets.
Therefore, it is possible that thalues a and MAY be equal.

IPSP X IPSP Y
SCTP
IPA association 1 IPB
port = PW port = PW
SLC=a SLC=a
SCTP
IPC assocation 2
port = PW
SLC=b
IPSP Y
IPD
port = PW
SLC=b
IPx = |P address

PW = Registered port number for M2PA

Figure 10. One IPSP Connected tavd IPSPs
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Table 2.0ne IPSP Connected twd IPSPs

Association IPSPX IPSPY SLC
IP address | Prt | IP address| fort
1 IPA PW IPB PW a
2 IPC PW IPD PW b

Figure 11 and Table 3shav two associations between the same IP addresBbis is accomplished by using f@ifent port
numbers for each association at one endpoint.

IPSP X IPSP Y
SCTP
IPA association 1 IPB
port=P1 port = PW
SLC=a SLC=a
SCTP
IPA assocation 2 IPB
port = PW port = PW
SLC=b SLC=b
IPx = IP address
PW = Registered port number for M2PA
P1 - Pre-selected port number

Figure 11. Multiple Associations Betweena IP Addresses

Table 3.Multiple Associations Betweenad IP Addresses

Association IPSPX IPSPY SLC
IP address | Prt | IP address | Mrt
1 IPA PL IPB PW a
2 IPA PW IPB PW b

The associatioSHALL contain two sreams in each directiorStream 0 is designated for Link Status messa§agam 1
is designated for User Data messages.

4.1.3. Link Alignment
The purposes of the alignment procedure are:

(1) To provide a handshaking procedure so that both endpoints are prepared to send@®&7atrdfto prent tralEc
from being sent before the other end is ready

(2)  To verify that the SCTP association is suitable for use as an SS7 link.

Link alignment taks place after the association is establisheE8CTP fils to establish the association, and M2Rs re-
ceived a Sart Request from its MTP3, then MRBHALL report to MTP3 that the link is out of service.

After the association is established, M2BPHALL send a Link Status Out of Service message to its peer

Once the association is established and M2&s receied a Sart Request from MTP3, M2Psends the Link Status Align-
ment message to its pedf M2PA has not already reoedd the Link Status Alignment message from its pdeen M2RA
starts timer T2.

(Note that if the remote M2Phas not receied a Sart Request from its MTP3, it will not send the Link Status Alignment
message to the local M&P Eventually timer T2 in the local MZPwill expire. If the remote M2R receves a Sart Re-
guest from its MTP3 and sends Link Status Alignment before the locahMi2er T2 expires, the alignment procedure can
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continue.)
M2PA stops timer T2 when it has reged the Link Status Alignment message from its peer

If timer T2 epires, then M2R reports to MTP3 that the link is out of servidd2PA sends Link Status Out of Service to its
peer M2PA SHOULD leave the association establishelll2PA waits for MTP3 to initiate the alignment proceduraiag

Note: Between the time M2Psends Link Status Alignment to its peer and reeelink Status Alignment from its peer
M2PA MAY receve Link Status Out of Service from its pedrhis message is ignoredifter receving Link Status Align-
ment from the peereceipt of a Link Status Out of Service message causes M2&nd Out of Service to MTP3 and re-
turn to the Out of Service state.

When M2RA has both sent and rewed the Link Status Alignment message, it has completed alignnéPPA starts the
aligned timer T3 and nves o the prwing state.

M2PA stops timer T3 when it recess a Roving Normal or Preing Emegeng message and starts piog period timer T4.

If timer T3 epires, then M2R reports to MTP3 that the link is out of servidd2PA sends Link Status Out of Service to its
peer M2PA SHOULD leave the association establishelll2PA waits for MTP3 to initiate the alignment proceduraiag

M2PA starts the praeing period timer T4.During the proing period, M2R sends Link Status Pwing messages to its peer
at an interal deEned by the protocol parameteviRgo Rate. M2R sends either the Pving Normal or Preing Emer
geny message, according to the Egeny and Emegeny Ceases commands from MTPRI2PA uses the alue of T4
corresponding to the Normal or Ergeny state. Havever, if M2PA receves a Link Status Preing Emegeny message
from its peerthen M2A SHALL initiate the Emegenq proving period \alue for T4, It it SHALL continue to send the
Proving message (Normal or Engeng/) determined by itswen upper layer MTP3.

When the preing period timer T4 xpires, M2A SHALL start the timer T1 and send Link Status Ready messages to its
peer at interal Status_Interl. Thesanessages are used &rify that both ends wa cmpleted preing.

M2PA SHALL stop timer T1 when it reosss a Link Status Ready or User Data message from its peBmer T1 pires,
then M2RA reports to MTP3 that the link is out of servickl2PA sends Link Status Out of Service to its pebt2PA
SHOULD leave te association establishedl2PA waits for MTP3 to initiate the alignment proceduraiag

Note that if M2R has already receéd a Link Status Ready message from its peer when its timexpides, there is no
need to start timer TIM2PA can just send Link Status Ready to the peer and continue along.

When all of the follaving are true:

(@) M2R has receied a Sart Request from MTP3.

(b)  M2PA proving period T4 hasxpired.

(c) M2RA has sent a Link Status Ready to its peer

(d)  M2RA has receied a Link Status Ready OR User Data message from its peer

(e) M2R has not receied Link Status Out of Service from its peer since it nestbLink Status Alignment.
then M2RA SHALL send Link In Service to its MTP3.

If there is a local processor outage condition during the alignment procedurg,Set#s Link Status Processor Outage to
its peer When the local processor outage condition ends, therANBHALL send Link Status Processor Outage Ended to
its peer M2PA SHALL attempt to complete the alignment procedure during the local processor outage condition.

If M2PA receves a Link Status Processor Outage during alignment, andAMi2id recered a Sart Request from its MTP3,
M2PA SHALL report Remote Processor Outage to MTRBRPA SHALL attempt to complete the alignment procedure
during the remote processor outage condition.

If M2PA receves a Sop command from its MTP3 during alignment, M2BHALL send Link Status Out of Service to its
peer and terminate the alignment procedure.

Anomalous messages regs during alignmenSHOULD be discardedExamples include:
(@) Usemata recaied before proing begins.
(b)  Link Status Alignment recegéd before or during praing.

Recommendedalues:
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Table 4.Recommendedimer Values

(seconds)
Timer

Range Default
T1 (Ready) 40 - 50 45
T2 (Not Aligned) | 5 - 150 60
T3 (Aligned) 1.0 - 15 1.0
T4 (Normal) 7.5 - 9.5 8
T4 (Emen) 0.400 - 0.600 0.500
Status_Interal implementatiomdependent
Proving_Rate implementatiodependent

4.1.4. Pocessor Outage
A processor outage occurs when M2tannot transfer messages because of a condition at a higher layer thian M2P

When M2RA detects a local processor outage, it sends a Link Status message to its peer with status Processor Outa
M2PA SHALL also cease sending User Data messages to SCTP for transmid&@&.SHALL stop receiing incoming
User Data messages from SCTP

M2PA SHOULD periodically send a Link Status Processor Outage message as long as there is a local processor outage
the link is in servicelf the link is out of service, M2® SHOULD locally mark that it is in local processor outage.

The peer M2R, upon recaiing the Link Status Processor Outage messagé\LL report Remote Processor Outage to its
MTP3. Thepeer M2R ceases sending User Data messad@®PA stops the Remote Congestion timer T6 (see section
4.1.5 Level 2 Flow Control) if it is running.

MTP3 MAY send a Flush Bédrs or Continue command to MRRis part of its processor outage procedure (See section
4.2.4 Flush Bders, Continue).Alternatively, MTP3MAY perform data retriel as part of a changear procedure.

When the processor outage ceases, MTP3 sends a Local Processera@dndication to M2R. Thelocal M2FA notiCEes
its peer by sending a Link Status message with status Processor OutageTHrdpeer uses the Remote Processor\Reco
ered Indication to notify its MTP3 that the remote processor outage condition has ceased.

4.1.5. Level 2 Flow Control
The determination of recst congestion in M2R is implementation dependent.

If M2PA determines that it is in rea& cngestion for an association, MRISHALL send a Link Status Busy message to
its peer on that associatioM2PA SHALL continue to ackneledge incoming messages.

M2PA SHOULD periodically send a Link Status Busy message as long as it is ine@sagestion.
M2PA SHALL continue transmitting messages while it is in ree@ngestion.

When the peer M2ZPreceves the Link Status Busy messageSHALL start the Remote Congestion timer Ti6timer T6
expires, M2RA SHALL take the link out of serviceM2PA sends a Link Status Out of Service message to its gagigoes
to the Retrigal state.

The peer M2R SHOULD continue transmitting messages to SCTP while its T6 timer is running, i.e., while the other end is
Busy

The peer M2R SHALL not fail the link due to xpiration of timer T7 gcessve celay of acknaledgment (see section 4.2.1
Sending and recaihg messages) while its T6 timer is running, i.e., while the other end is Busy

If M2PA is ro longer in receie ongestion for the association, MRIBHALL send a Link Status Busy Ended message to
its peer on that association.

When the peer M2Preceves the Link Status Busy Ended messag&8HHALL stop timer T6.
Recommendedalues:
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Table 5.Recommendedimer Values

(seconds)
Timer

Range Default
T6 (Busy) | 3.0 - 6.0 4.5

4.1.6. Error Monitoring
If M2PA loses the SCTP association for a link, M2FHALL report to MTP3 that the link is out of service.

4.1.7. Transmission and Reception Priorities

In MTP, Link Status messagesMeariority over User Data messages (Q.703 [Q.703], section 1TI@)achieve this in
M2PA, M2PA SHALL send Link Status and User Data messages on separate streams in its SCTP asgdcratesages
are sent using the ordered dety option.

M2PA SHOULD give Hgher priority to Link Status messages than to User Data messages when sending messages to SCT
M2PA SHOULD give hgher priority to reading the Link Status stream than to reading the User Data stream.

M2PA SHOULD give higher priority to receiing notiCEcations from SCTP than to reading either the Link Status stream or
the User Data stream.

4.1.8. M2RA Version Control

A node upgraded to a wer version of M2RAR SHOULD support the olderersions used on other nodes with which it is
communicating. Ithat is the case, then alignment can proceed normally

In particular itis RECOMMENDED that for future modiCEcations to this protocol:
f Any rewer versionSHOULD be able to process the messages fromvareersion.

f Anewer ersion of M2R SHOULD refrain from sending messages to an oldgsion of M2A messages that the older
version cannot process.

f fan dder version of M2RA receives a message that it cannot proces§HOULD discard the message.

f In cases where d#rent processing is done indwersions for the same format of a message, then thernersion
SHOULD contain procedures to recognize this and handle it appropriately

In case a neer version of M2R is incompatible with an olderevsion, the nger versionSHOULD recognize this and pre-
vent the alignment of the linklf a Link Status Alignment message with an unsupport&@gion is receied by the naever
version, the receing ends M2PA SHALL not complete the alignment procedure.

4.2. Procedures to Support the MTP3/MTP2 Interface

4.2.1. Sendingand receving messages

When MTP3 sends a message for transmission tAAMZRPA passes the corresponding M2Ressage to SCTP using the
SEND primitive.

M2PA Link Status messages are passed to SCTP using the SENDvgrimiti
Link Status and User Data messa§efALL be sent via SCTP on separate streams.
When M2RA receves a User Data message from SCM2PA passes the message to MTP3.

If M2PA receves a message from SCTP with arvatid Message Class or unsupported Message Th the Common Mes-
sage HeadeM2PA SHALL discard the message.

The Erst User Data message sent after the link is placed in serwies &sFgirward Sequence Number (FSN) of 1.

The Forward Sequence Number of the header is incremented by 1 for each User Data mess¥geesetite FSN reaches
the maximum glue, the ng FSN is O.

For message types other than User Data, threvérd Sequence Number is set to the FSN of the last User Data message sent.

B. Bidulock, et al Version 0.7 Page 18



Inter net-Draft M2PA January 7, 2003

The Backvard Sequence Number is set to the FSN of the last User Data messageckiirRd from its peer This seres
as an M2R-level acknavledgment of the messagésfter the link is placed in service and before a User Data message has
been receied, the BSN is set to 0.

When M2RA receves a User Data message with Backnd Sequence Number equal to its queue.
If M2PA receves a User Data message with an FSN that is out of phd2PA SHALL fail the link.

M2PA SHOULD follow the criterion stated in Q.703 [Q.703], section 5.3.1 for incorrect BSNsy lfvan BSNs in three
consecutiely receved User Data messages are not the same as thieygene or anof the FSNs of the User Data mes-
sages in the M2ZPretransmit biffer at the time theare receved, then MTP3SHOULD be informed that the link isfilty.

M2PA SHOULD ignore the FSN and BSN contained in a Link Status message.

Note: In all calculations wrolving FSN and BSN, the programm®HOULD be avare that the alue wraps around to O after
reaching its maximumalue.

If there is no other User Data message to be sent when there is a messageniedgdn®2R MAY send a User Data
message with no data payloafihe FSN for this empty User Data message is not incremehtdtlJST contain the same
FSN as the most recently sent User Data message containing Data.

If M2PA receves an empty User Data messageSIHALL not send an ackmdedgment of that message.

Note that there is no reason to place empty User Data messages in the tkéifi2hit luffer, snce the empty messages are
not retransmitted and timer T7 (befpodoes not apply to them.

Note that since SCTP pridles reliable deliery and ordered delery within the stream, M2®does not perform retransmis-
sions.

Timer T7 preides an indication obeessie celay of acknaledgment. Ifthe folloving conditions are true:
(@) Theres at least one message in the M2Btransmit bffer.
(b)  Theremote M2R is not in a Busy condition (i.e. local timer T6 is not running).

(c) Thereis a message in the M&Retransmit bffer that has not recesd an acknovledgment in the span of T7 since
its last transmission.

Then M2A SHOULD fail the link.
Recommendedalues:

Table 6.Recommendedimer Values

(seconds)

Timer
Range Default

T7(Ack) | 05 - 20| 1.0

4.2.2. Link activation and restoration

When MTP3 requests that MRRictivate or restore a link by a Start Request, MZHALL follow the alignment proce-
dure in section 4.1.3.

4.2.3. Link deactivation

When MTP3 requests that MRRleactvate a link by a Stop command, MRFSHALL send a Link Status Out of Service
message to its peer

The peer M2R, upon receiing Link Status Out of ServicGHALL notify its upper layer MTP3 that the link is out ofser
vice.

4.2 4. FlushBuffers, Continue

The Flush Burs and Continue commands alldM2PA to resume normal operations (i.e., transmission of messages to
SCTP and receing messages from SCTP) after a processor outage (local and/or remote) ceases.
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If M2PA receves a Hush Bufers command from MTP3, M2P

(@) SHALL not transmit ap messages to SCTP that are currenthjting to be transmitted to SCTFhese messages
SHALL be discarded.

(b) SHALL discard all messages currentlgiting to be passed to MTP3.

If M2PA receies dther a Flush Buders or Continue command from MTP3, and the processor outage condition ceases,
M2PA SHALL resume recging and transmitting messages.

4.2.5. MTP3Signalling Link Congestion

M2PA SHALL detect transmit congestion in itaffers according to the requirements for signalling link transmit congestion
in Q.704 [Q.704], section 3.8.

M2PA SHALL use the Congestion Indication prinaéito notify its upper layer MTP3 of changes in the signalling link con-
gestion status and the signalling link discard stakgs.national netwarks with multiple congestion threshold/és, M2FA
SHALL notify MTP3 of the congestion and discard statusiée

4.2.6. Changeuwer

The objectie d the changeeer is to ensure that signalling tr&c carried by the ur@dable signalling link is dierted to the
alternatve sgnalling link(s) as quickly as possible whilgaiding message loss, duplication, or mis-sequenck. this
purpose, the changes procedure includes data retrah which is performed before opening the alterr@atignalling links
to the dverted trafEc. Dateetrieval consists of these steps:

(1) huffer updating, i.e., identifying all those User Data messages in the retransmiggnobthe ungailable sig-
nalling link which hae rot been receed by the far end M2R, as well as not transmitted messages, and

(2) transferringhose messages to the transmissigifebs of the alternate links.

Note that only User Data messages are ketliend transmitted \eer the alternate linksLink Status messag&HALL not
be retrized and transmitted wer the alternate links.

M2PA Sequence Numbers are 24 bits longTP2's Forward and Backard Sequence Numbers are onlyesehits long.
Hence it is necessary for MTP3 to accommodate tigedaequence numbershis is done through the use of the Extended
Changewer Order (XCO) and Extended ChangeonAcknavledgment (XCA) messages instead of the ChaveyeOrder
(CO0O) and Changeer Acknavledgment (C@) messages.The XCO and XCA messages are speciEed in Q.2210
[Q.2210], section 9.8.1 and Reference T1.111.4 [T1.111], section O&K.the XCO and XCA messages from Q.2210
[@.2210] or T1.111 [T1.111] are requiredhe BSN is placed in the XCO/XCA message xdained in Q.2210 [Q.2210]
and T1.111 [T1.111].

Also, the follaving MTP3/MTP2 primitves MUST use the lager sequence numbers:

f BSNT ConCErmation
f Retrieval Request and FSNC

For data retrieal, MTP3 requests the Bacland Sequence Number to beaiismitted (BSNT) from M2®Rthrough the Re-
trieve BSNT request.M2PA determines the dtward Sequence Number of the last User Data messageettfeim the
peer This value is the BSNT M2PA sends the BSNTalue to MTP3 in the BSNT conCErmatidn.the same way, the re-
mote end also detects its BSNThe MTP3 layers xchange BSNT alues through the XCO and XCA messagébe
BSNT receved from the other end is called the FSN@hen MTP3 receies the FSNC from the other end, MTP3 retge
all the unsent and unackmedged messages starting with sequence number (FSNCTFhik)is accomplished through a
Retrieval Request and FSNC requedgtfter all the messages are sent from M2B MTP3, M2FA sends a Retrieal Com-
plete indication to MTP3.

If there are ap messages on the M&Por SCTP receie queues that he rot been ackneledged by M2R, M2PA
SHOULD discard these messagebhe peer will retransmit them on an alternate liday messages ackmdedged by
M2PA MUST NOT be discardedThese messag®4UST be delvered to MTP3.

If M2PA receves a Retrieve BSNT request from MTP3, MZ2PSHALL respond with the BSNT conErmatidrhe BSNT
value is the Brward Sequence Number of the last User Data messageetefreim the peer

If M2PA receves a Retrieval Request and FSNC request from MTP3, M2FHALL retrieve from its huffers in order and
deliver to MTP3:

(@) ary transmitted User Data messagegibeing with the (Erst unackmedged message with FSN greater than FSNC.
(b)  ary not transmitted User Data messages.
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Then M2RA SHALL send the Retrial Complete indication to MTP3.

For emelgeny changewer, MTP3 retri?es anly the unsent messages for transmission on the alternate litfki{s2PA re-
ceives a Retrieval Request and FSNC request with no FSNitlug, or with an ivalid FSNC, then M2R SHALL retrieve
from its uffers in order and deféer to MTP3:

(@) ary not transmitted User Data messages.
Then M2A SHALL send the Retrigl Complete indication to MTP3.

Note: For the Japanesesksion of MTP deEned in-QI704 [JTQ704], MTP3 retriges both unsent and unackwtedged
messages for transmission on the alternate linksdhis \ersion of MTRif M 2PA receves a Retrieval Request and FSNC
request with no FSNCalue, or with an ivalid FSNC, then M2R SHALL retrieve from its huffers in order and delér to
MTP3:

(@) ary transmitted bt unacknwledged User Data messages.
(b)  ary not transmitted User Data messages.
Then M2A SHALL send the Retrigl Complete indication to MTP3.

4.2.6.1. MultipleUser Data Steams and Changewer

The changeer procedure mads it problematic for M2®Rto havemultiple User Data streams in one direction for a link.
Buffer updating wuld hare © be done for each User Data stream separatelywaa aluplication or loss of messageBut
MTP3 provides for only one XCO/XCA message for sending the lastisrest@equence number

Even with sequence numbering of User Data messages at thelsh2R it is nrecessary to performufer updating on each
stream. Sincgéhe M2FA messages wwuld be deliered over multiple streams, there could be apgin the M2R sequence
numbers at the reaéing end when the changes procedure bgins. If only the M2RA sequence number is used in the
XCO/XCA message, thereould be a possibility of losing the messages in #yg gr duplicating messages after the.g

M2PA links with multiple User Data stream®wld be possible if a multiple-BSNT XCO/XCA message is de(Ened in MTP3,
or MTP3 allavs multiple XCO/XCA messages (one for each User Data stream) to be sent during avehadgenis be-
yond the scope of this document.

4.3. SCTPConsiderations

Some M2R proceduredMAY be afected by the use of SCTP as a transport laJeese considerations are discussed in
this section.

4.3.1. SCTPSlow Start

SCTP contains a shostart algorithm to control the amount of data being injected into theonletw healgorithm allavs
SCTP to probe the netwk to determine thevailable capacity The algorithm is imoked when transmission s on an
association, after a giciently long idle period, or after repairing loss detected by the SCTP retransmission timer

It is possible that transmission of MRIfhessagedMAY be delayed by SCTP slostart under certain conditions, including
the following:

(@) Link Alignment. Linkalignment taks place after an association is establist®@TP ivokes the slav start algo-
rithm since transmission is gi@ning on the association.

(b) Changewer. Messages are retvigdd from one link (association) and transferred to another for transmid$itive
second link had pwously been idle, or is in the process of link alignment, SBTRY invoke te slav start algo-
rithm.

(c) PRath failure (multi-homing). If SCTP switches from aafled path to a e path, and the ne path had preiously
been idle, SCTRIAY invoke the slav start algorithm.

(d) ReducedrafCEc slume. Ary time that M2RA sends a lav volume of tra€Ec on a link and then thelume increases,
SCTPMAY invoke the slav start algorithm.

ProgrammerSHOULD be avare of this condition and hoit MAY affect M2RA performance. Irsome cases, MAY be
possible to woid the n@aive dfects of slav start. For example, the Link Status Rrimg messages sent during the ing
periodMAY be used to complete sicstart before the link is placed in service.
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5. Examplesof M2PA Procedures

In general, messages passed between MTP3 and EBf2Rhe same as those passed between MTP3 and MMBRA in-

terprets messages from MTP3 and sends the appropriate message.td R&diBe, messages from SCTP are used to gen-
erate a meaningful message to MTP3.

Note that throughout this section, the primas between MTP3 and MZPare named using the MTP terminology [Q.700,
Q.701, Q.702, Q.703, Q.704, Q.708ommunications between MBRnd SCTP are named using SCTP terminalogy
5.1. Link Initialization (Alignment)

An example of the messagewato bring an SS7 link in service is shio belav. Alignment is done by both ends of the link.
To dmplify the diagram, alignment is siwa on one end onlylt is assumed in thisxample that SCTP has been initialized.

MTP3 M2PA SCTP SCTP M2PA MTP3

‘Associate

{SCTP Associaétion
iprocedure)

f(:ommunicatiori Up f(:ommunicatiori Up

;Link Status Ouft of Service

I S

Emergency OR
Emergency Ceases
——

Start

%Link Status Aliginment

P
bt

;Start timer T2

-
-

Link Siatus Alignmenli

§Stop timer T2
Start timer T4 :

Figure 12. Example: Link Initialization - Alignment

Proving period bgins. (Messagesom remote end not stm.)

MTP3 M2PA SCTP SCTP M2PA MTP3

LLink Status Proving

SJXYYYNY

;Timer T4 expirés

Figure 13. Example: Link Initialization - Preing

Send Link Status Ready until the remote end completes itggrperiod.
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MTP3 M2PA SCTP SCTP M2PA MTP3

Start timer T1

fi_ink Status Reédy

ANYY

<
-

Lini( Status Readyf
Stop timer T1

In Service In Service

Figure 14. Example: Link Initialization - In Service

At this point, MTP3MAY begin sending data messages.

5.2. Messagdransmission and Reception

Messages are transmitted using the Data Request parfrtim MTP3 to M2R. The diagram shas the case where the
Link is In Service.The message is passed from MTP3 of the source to MTP3 of the destination.

MTP3 M2PA SCTP SCTP M2PA MTP3

Message for transmission

Send (Data Message)
: :

f(SCTP sends n%lessage)
—_—
Receive

:Received mess:age
; -
Figure 15. Example: Messageransmission and Reception

5.3. Link Status Indication

If SCTP sends a Communication Lost pringtio M2PA, M2PA notiCEes MTP3 that the link is out of serviddTP3 re-
sponds in its usualay.

MTP3 M2PA SCTP SCTP M2PA MTP3

iCommunication: Lost
‘Out of Service :
H s :

Figure 16. Example: Link Status Indication

5.4. Link Status Message (Ricessor Outage)

This example shws hav M2PA responds to a local processor outaly2PA sends a Link Status message to its pddre

peer M2R notitEes MTP3 of the outag®ITP3 can then follew the processor outage procedures in Q.703 through Q.704
[Q.703, Q.704].
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MTP3 M2PA SCTP SCTP M2PA MTP3

iCommunication: Lost

Out of Service :

Figure 17. Example: Link Status Message - Processor Outage

5.5. Leve 2 Flow Control

This illustrates the el 2 Flow Control procedure.In the Erst diagram, congestion ceases before timerpirtése The
second diagram shs the case where T&pres.

MTP3 M2PA SCTP SCTP M2PA MTP3

Implementatiori dependent
determination of M2PA
receive congestion onset

P

§Start timer T6

fﬂ_ink Status Busfy

§Implementatiori dependent
determination of M2PA :
receive congestion abatement:

Py

fi_ink Status Busfy Ended
fStop timer T6

§Implementati0ri dependent
determination gf M2PA
receive congestion onset

Link Status Busy :

Start timer T6 :

: Timer T6 Expires
Link Status Out of Service: :

but of Service
Figure 18. Example: Lee 2 Flow Control

5.6. MTP3Signalling Link Congestion

In this exkample, M2RA notiCEes MTP3 of congestion onset and abatenidm.notiCEcation includes the congestiodl |éf
there are leels of congestion deEned.
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MTP3 M2PA SCTP SCTP M2PA MTP3

§Implementati0ri dependent
determination of M2PA
fransmit congestion

onset (level)

iCongestion Incﬁcation (level)

-—— :

: %Implementationf dependent
determination of M2PA
fransmit congestion
abatement (level)

Congestion Indication (level) :

- :

Figure 19. Example: MTP3 Signalling Link Congestion

5.7. Link Deactivation
The MTP3 can request that a SS7-IP link betadut of service.

MTP3 M2PA SCTP SCTP M2PA MTP3

fStop

ﬁl_ink Status Oui: of Service

but of Service
Figure 20. Example: Link Deactiation

5.8. Link Changeover
In this ekample, MTP3 performs a changepbecause the link went out of serviddTP3 selects a diérent link to retrans-
mit the unackneledged and unsent messages.

Note that in this xample, the sequence numbers and messages requested by MTP3 are sent from SCAR iothd2P
Communication Lost primige. In general, the retrial of sequence numbers and messages is implementation dependent.
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MTP3 M2PA SCTP SCTP M2PA MTP3

iCommunicatiori Lost
: -—

Out of Service

-

Retrieve BSNT:

_—

:BSNT ConCElmétion
—

Py
-

%Retrieve BSNT;
b :

XCO (BSNT) oh another link :

BSNT ConEmation:
_—

-
b

:Retrieval Requést and FSNC
—_— :

© XCA (BSNT)

Retrieved Message

Retrieval Complete
-

%Send messagefs on another Iin:k
Figure 21. Example: Link Change®r

6. Security

M2PA is designed to carry signalling messages for teleptservices. Assuch, M2RR MUST involve the security needs of
several parties: the end users of the services, thearktproviders, and the applicationsvisived. Additionalrequirements
MAY come from local rgulation. Whilehaving some werlapping security needs, wsecurity solutionSHOUL D fulEll all
of the diferent parties' needs.

6.1. Threats

There is no quick-CEx, one-size-Ets-all solution for secfigty tansport protocol, M2®has the folleving security objec-
tives:

f Availability of reliable and timely user data transport.
f Integrity of user data transport.
f GnEdentiality of user data.
M2PA runs on top of SCTPSCTP [RFC 2960] praides certain transport related security features, such as:
f Bind Denial of Service Attacks
f Hooding
f Masquerade
f Improper Monopolization of Services

When M2R is running in professionally managed corporate or serviceigep netvork, it is reasonable taxpect that this
network includes an appropriate security pplfcameavork. The ™Site Security Handbooks [RFC 21880ULD be con-
sulted for guidance.

When the netark in which M2 runs irvolves more than one party (e.g., a nowgte netvork), it MAY NOT be reason-
able to &pect that all parties kra implemented security in a €itient mannetn such a case, it IRECOMMENDED that
IPSEC be used to ensure conEdentiality of user payl@@usult ™Security Architecture for the Internet Protocol$ [RFC
2401] for more information on con@Eguring IPSEC services.
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6.2. Protecting Confidentiality

Paticularly for mobile users, the requirement for conEdentMl&y include the masking of IP addresses and partshis
case application-l& encryption is not suEcient. IPSEESPSHOULD be used insteadRegardless of which leel per
forms the encryption, the IPSEC ISAKMP sen&dOULD be used for &y management.

7. IANA Considerations

7.1. SCTP Payload Protocol Identifier
The SCTP (and TCP) Bistered User Port Number Assignment for M2 3565.
The \alue assigned by IANfor the Ryload Protocol IdentiCEer in the SCEyI&ad Data chunk is

M2PA 5

The SCTP Byload Protocol IdentiCEer is included in each SCTP Data chunk, to indicate which protocol the SCTP is carry

ing. ThisPayload Protocol IdentiEer is not directly used by SQREMMAY be used by certain netik entities to identify
the type of information being carried in a Data chunk.

The User Adaptation pe®1AY use the BRyload Protocol IdentiCEer as aywof determining additional information about the
data being presented to it by SCTP

7.2. M2PA Protocol Extensions
This protocolMAY be etended through IAN in three vays:
f tirough deEnition of additional message classes,
f tirough deEnition of additional message types, and
f tirough deEnition of additional message parameters.

The denition and use ofanmessage classes, types, and parameters is gnainpart of SIGTRAN adaptation layers.
Thus, thesexdensions are assigned by IANhrough an IETF Consensus action [RFC 2434].

The proposedxensionMUST in no way adersely afect the general arking of the protocol.

7.2.1. IETF Defined Message Classes
The documentation for a wanessage cladglUST include the follaving information:
(@) Along and short name for the message class.
(b)  Adetailed description of the purpose of the message class.

7.2.2. IETF Defined Message Types

Documentation of the message ty\&JST contain the follaing information:
(@) Along and short name for thevnenessage type.
(b)  Adetailed description of the structure of the message.
(c) Adetailed deEnition and description of the intended use of each (Eeld within the message.
(d) Adetailed procedural description of the use of the message type within the operation of the protocol.
(e) Adetailed description of error conditions when reicgj this message type.

When an implementation reges a nessage type which it does not suppo®WST discard the message.

7.2.3. IETF-defined Parameter Extension
Documentation of the message param®telST contain the follaving information:
(@) Nameof the parameter type.
(b) Detaileddescription of the structure of the parameter (Eeld.
(c) DetaileddeEnition of each component of the paramataeyv

(d) Detaileddescription of the intended use of this parameter type, and an indication of whether and under what circum

stances multiple instances of this parameter Mp&’ be found within the same message type.
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8. Timers
Recommended timermlues are as follgs:
Table 7.Recommendedimer Values

(seconds)
Timer

Range Default
T1 (Ready) 40 - 50 45
T2 (Not Aligned) | 5 - 150 60
T3 (Aligned) 1.0 - 15 1.0
T4 (Normal) 7.5 - 9.5 8
T4 (Emen) 0.400 - 0.600 0.500
T6 (Busy) 3 - 6 45
T7 (Ack) 0.5 - 2.0 1.0
Status_Interal implementatiomependent
Proving_Rate implementatiodependent

Notes
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